
Civic Centre, Windmill Street, Gravesend Kent DA12 1AU

Finance and Audit 
Committee

Members of the Finance and Audit Committee of Gravesham Borough Council are summoned 
to attend a meeting to be held at the Civic Centre, Windmill Street, Gravesend, Kent on Tuesday, 
8 March 2022 at 7.30 pm when the business specified in the following agenda is proposed to be 
transacted.

S Walsh
Service Manager (Communities)

Agenda

Part A
Items likely to be considered in Public

1. Apologies for absence 

2. To sign the minutes of the previous meeting. (Pages 3 - 8)

3. To declare any interests members may have in the items contained on this 
agenda.   When declaring an interest a member must state what their 
interest is. 

4. To consider whether any items in Part A of the agenda should be 
considered in private or any items in Part B in public. 

5. Review of Accounting Policies 2021-22 (Pages 9 - 28)

6. Development of the Corporate Risk Register 2022-2023 (Pages 29 - 76)

7. CIPFA Financial Management Code (Pages 77 - 96)

8. Internal Audit Quality Assurance & Improvement Programme (Pages 97 - 
106)



9. Internal Audit Plan (Q1-Q2) 2022-23 (Pages 107 - 
118)

10.Counter Fraud Plan 2022-23 (Pages 119 - 
128)

11.Any other business which by reason of special circumstances the Chair is 
of the opinion should be considered as a matter of urgency. 

12.Exclusion of the public 
To move, if required, that pursuant to Section 100A(4) of the Local 
Government Act 1972 that the public be excluded from any items 
included in Part B of the agenda because it is likely in view of the nature 
of business to be transacted that if members of the public are present 
during those items, there would be disclosure to them of exempt 
information as defined in Part 1 of Schedule 12A of the Act.

Part B

Items likely to be considered in private

None

Members

Cllr Gurbax Singh (Chair)
Cllr Sarah Gow (Vice-Chair)

Councillors: Derek Ashenden
Dakota Dibben
Samir Jassal
Nirmal Khabra
Jordan Meade
Emma Morley
Elizabeth Mulheran

Substitutes: To be notified
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Finance & Audit Committee
 

Monday, 14 February 2022                                                7:30pm 

Present: 

Cllr Gurbax Singh (Chair) 
Cllr Sarah Gow (Vice-Chair)  

Cllrs: John Caller 
Dakota Dibben 
Samir Jassal 
Nirmal Khabra 
Jordan Meade 
Emma Morley 
Frank Wardle 

Lisa Nyon 
James Larkin 
Andrew Barnett 
Alex Jarvis 

Assistant Director (Corporate Services) 
Head of Internal Audit & Counter Fraud Shared Services 
Principal Accountant (General Fund) 
Principal Accountant (HRA & Exchequer) 

Ben Clarke Committee Services Officer (Minutes) 

135. Apologies for absence 

Apologies for absence were received from Cllr Derek Ashenden and Cllr Elizabeth Mulheran. 
Cllr Frank Wardle and Cllr John Caller substituted respectively. 

136. To sign the minutes of the previous meeting. 

The minutes of the meeting on Wednesday, 10 November 2021 were signed by the Chair. 

137.  Declarations of Interest

Cllr Gow declared an Other Significant Interest as an appointed Director of Rosherville 
Limited, the Council’s Local Authority Trading Company.

138. Treasury Management Strategy and Capital Strategy 2022-23 

The Committee considered the Treasury Management Strategy and associated Annual 
Investment Strategy and the Minimum Revenue Provision Policy for 2022/23 along with the 
Capital Strategy for 2022/26. 

The Principal Accountant (HRA & Exchequer) advised that in December 2021, CIPFA 
updated the Treasury Management and Prudential Codes however, Local authorities were 
not expected to reflect any changes required under the revised codes within their 2022/23 
codes. Full implementation of the changes under the revised codes would be required for 
2023/24.
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The Principal Accountant (HRA & Exchequer) directed Members to page 17 of the report 
and guided Members through the key points of the Councils Treasury Management Strategy 
for 2022-23. 

The Assistant Director (Corporate Services) directed Members to page 49 of the report and 
guided Members through the key points of the Councils Capital Strategy for 2022-26. 

A question was raised as to whether the Community Engagement Strategy, which covered 
2021-24, should be referenced in the Key Documents section on page 52 of the Capital 
Strategy 

The Assistant Director (Corporate Services) advised that this could be referenced with the 
Committee’s agreement. The Committee agreed for the inclusion of this reference to the 
Capital Strategy prior to submission to Full Council. 

Resolved that Members recommended to Full Council that: 

1. The Treasury Management Strategy for 2022/23 as set out in Appendix 2 be agreed

2. The Minimum Revenue Provision (MRP) calculation on all new capital expenditure 
asset out in Section 5 of the Treasury Management Strategy Statement be approved 
for 2022/23 and beyond in accordance with the Authority’s Capital Programme

3. The Annual Investment Strategy for 2022/23 as set out in Section 15 of the Treasury 
Management Strategy Statement be agreed

4. The Capital Strategy for 2022/26 as set out in Appendix 3 be agreed

5. Delegated authority be given to the Director (Corporate Services), in consultation 
with the Chair of the Finance and Audit Committee, to amend the prudential and 
treasury indicators as necessary as a result of the budget approved by Full Council 
on 22 February 2022.

6. Delegated authority be given to the Director (Corporate Services), in consultation 
with the Chair of the Finance and Audit Committee, to amend the Treasury 
Management Strategy for 2022/23 and the Capital Strategy for 2022/26 following 
successful completion of the 2019/20 and 2020/21 final accounts process.

139. Housing Revenue Account Budget Monitoring Report - Q3 2021/22 

Members were presented with the Housing Revenue Account Budget Monitoring Report - 
Q3 2021/22. The Committee noted that as at 31 December 2021, the forecasted spend 
against the original budget for the Housing Revenue Account (HRA) reflected a net 
favourable variance to the original budget of £15K. The Principal Accountant (HRA & 
Exchequer) advised that it was a significant improvement on quarter two, which saw an 
adverse variance of some £417K. 

The Principal Accountant (HRA & Exchequer) directed Member’s attention to page 68 of the 
report, which held an executive summary for the following areas: 

 HRA (Revenue) 
 Housing Capital 
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Members were updated on other key areas of financial performance that may impact on the 
Council’s Medium Term Financial Strategy, Medium Term Financial Plan, or Financial 
Statements.

A question was raised regarding the adverse variance for garage income of £57k at 3.8.2 of 
the report. The Principal Accountant (HRA & Exchequer) advised that the adverse variance 
was due to the New Build Scheme utilising a number of garage sites that are being 
redeveloped for other purposes. During the 2022-23 budget setting process, this had been 
reviewed so that the garages that were left in the Borough would form part of the budget. 
Moving forward, there are not expected to be any large adverse variances against this 
budget line. 

140. General Fund Budget Monitoring Report - Q3 2021/22 

Members were presented with the General Fund Budget Monitoring Report - Q3 2021/22. 
The Committee noted that there was a forecasted favourable variance of just under £600K 
for the General Fund for 2021-22. 

The Principal Accountant (General Fund) directed Member’s attention to page 86 of the 
report, which contained an executive summary for the following areas: 

 Revenue 
 Capital 

Members were updated on other key areas of financial performance that may impact on the 
Council’s Medium Term Financial Strategy, Medium Term Financial Plan, or Financial 
Statements.

The Principal Accountant (General Fund) fielded questions from Members and explained 
that: 

 The Lower Tier Services Grant and Services Grant had been combined (the MTFP in 
Appendix two outlined this) with a total projection in 2022/23 of around £337k. In the 
current year, the Lower Tier Services grant is around £130k.  

 Parking income reported an adverse variance, largely due to the continuing effects of 
the Covid-19 pandemic and changes in the previous behaviour of service users e.g. 
reduced commuter activity due to working from home, and fewer visitors to the town 
centre.  The two car parks Horn Yard and Market Place Park had already been 
removed from the current and ongoing budget due to redevelopment, and thus no 
income was expected from these two sites. The remaining car parks and the ongoing 
trends of customer behaviour towards using the car parks would be monitored as 
part of the budget review process, with a clearer picture known when budget-setting 
next commences in September/October 2022. 

 With regard to the Waste Freighter Replacement Reserve; the long term expectation 
was that in a few years, Government grant funding would become available to assist 
in the transition of freighter replacement, however nothing has been announced as 
yet. The budget was approved for the replacement of the waste freighters and as and 
when external funding was confirmed this would also be factored in.  

 The St George’s Arts Centre/Creative Hub opened on 14 December 2021 and the 
financial impact of the Hub in the current financial year was anticipated to be minimal. 
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Income and expenditure for the Hub would be monitored and reported on as with any 
other budget line, with the operational aspects of the Hub considered by the 
Community & Leisure Cabinet Committee. 

 As a general principal, the Finance Team do not budget for external funding unless 
there is a high degree of certainty that the funding is to be received.  The ongoing 
costs of the Hub will continue to be monitored, and it is expected that there will be 
some income generated through customer events and activities. This information will 
all be factored into the next cycle of budget-setting due to commence in 
September/October 2022.

 As a further general point, Officers across the Council are encouraged to look for 
grant funding to support initiatives wherever possible. In recent years, as is the trend 
moving forwards, it is more common for specific grant funding for services to be 
made available rather than general grants spanning across Council services. 
However, some of the funding sources secured by officers would generally only last a 
few years, and thus it is important to always consider the longer-term impact of 
decisions on Council finances.

141. Internal Audit & Counter Fraud Update 3 

The Committee were provided with an update on the work, outputs and performance of the 
Internal Audit & Counter Fraud Team for the period 01 October to 31 December 2021. 

The Head of Internal Audit & Counter Fraud Shared Services advised that the report at 
Appendix 2 was the third and final update for 2021-22, prior to the annual report; detailing 
the work undertaken by the Internal Audit & Counter Fraud Service between 01 October and 
31 December 2021 and the progress made against the annual workplan. Section seven of 
the update report contained details of the proposed amendments to the agreed plan, which 
were submitted for Member’s approval.

The Head of Internal Audit & Counter Fraud Shared Services gave Members a brief run 
through of each section of the update report. 

Members’ attention was directed to page 123-124 of the report, and they were informed that 
unfortunately, due to a fault with the reporting software, a breakdown on the number of 
cases closed was unable to be provided in individual areas. A new fraud management 
system will be going live in March 2022 and has inbuilt reporting tools. The Internal Head of 
Audit & Counter Fraud Shared Services was able to provide a breakdown of the financial 
savings achieved by the counter fraud team as that information was recorded separately. 

The Head of Internal Audit & Counter Fraud Shared Services updated Members on the 
figures for  proportion of agreed assurance assignments as of today: 

 13a – 57% delivered 
 13b – 24% underway 

The Head of Internal Audit & Counter Fraud Shared Services also drew Members attention 
to the table relating to actions more than six months overdue and pointed out that although 
outstanding as of 31 December 2021, updates from the relevant services confirmed that 
these had since been implemented.

Resolved that Members approved the amendments to the agreed workplan as detailed in 
section 7 of appendix 2.
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142. Internal Audit & Counter Fraud Charter Review 

The Committee were presented with the Internal Audit Charter for approval. 

The Head of Audit & Counter Fraud Shared Services explained that officers within Internal 
Audit and Counter Fraud had now been moved to designated roles and there was no formal 
requirement for the activity of the counter fraud team to be included in the Charter. It was 
therefore necessary for changes to be made and it was also identified that there may be 
opportunity to make the links to the individual standards much clearer. Accordingly, a 
complete refresh of the Charter was undertaken. The sections within the Charter now align 
with the relevant standards, which are also noted within the headings, and the document had 
been updated to focus on internal audit activity in line with those requirements. 

The Head of Internal Audit & Counter Fraud Shared Services advised that the Charter would 
be uploaded to the Council intranet. 

Resolved that Members approved the Charter presented at Appendix 2. 

143. Internal Audit & Counter Fraud Strategy 2020-24 Progress Review 

The Committee were provided with an update on progress against the Audit & Counter 
Fraud Strategy 2020-2024 made by the team during 2021-22 to date. 

The Head of Audit & Counter Fraud Shared Services explained that a review had been 
conducted and progress against the strategic objectives was detailed in Appendix 2. As part 
of the annual review, the strategy had also been refreshed to take into account the way the 
Internal Audit and Counter Fraud activities were now delivered following the change from 
multi-disciplinary working to designated roles. The refreshed strategy could be found at 
Appendix 3. 

The 2021 refresh resulted in significant changes being made to the introduction to the 
strategy to make the roles of each team and the activities they would deliver much
clearer. The services mission statement was updated to incorporate the aims of
the counter fraud activity as well as that of internal audit. There were no changes made to 
the strategic objectives, however, the fourth statement under the objective ‘Positive Impact’ 
was updated to add more clarity around the partnership working that may be undertaken.

In response to a Members question, the Head of Internal Audit & Counter Fraud Shared 
Services advised that the report being submitted to Cabinet for the cessation of shared 
Revenue & Benefits Service was completely separate from this report. The Strategy related 
only to the Internal Audit & Counter Fraud Service. 

Resolved that Members approved the changes to the strategy that have been outlined in
Appendix 3 as part of the 2021 refresh. 

Close of meeting 

The meeting ended at 20:08pm. 
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance & Audit Committee

Date: 8 March 2022

Reporting officer: Lisa Nyon, Assistant Director (Corporate Services)

Subject: Review of Accounting Policies 2021-22

Purpose and summary of report: 
To seek endorsement of the Accounting Policies to be used in formulating the Financial 
Statements for the authority for the financial year 2021-22

Recommendations:
1. Members are asked to endorse the use of the Accounting Policies as outlined at 

Appendix One to this report, subject to comments from the Council’s external auditor.
2. Members are asked to endorse any updates to the Accounting Policies as resulting 

from the recent CIPFA consultation regarding emergency proposals for the update of 
the 2021/22 Code of Practice on Local Authority Accounting in the United Kingdom.

Key Implications:
Item Implications
Legal The Accounts & Audit (England) Regulations 2015 require local 

authorities to prepare their annual financial statement of accounts 
in accordance with ‘proper accounting practice’.

Finance and Value for 
Money

The potential costs of not updating the accounting policies could 
include additional audit fees should further testing or extra audit 
time be required.

Corporate Plan Strategic Objective #3 Progress; Sound Financial Management & 
Successfully Managing Key Business Risks.

Climate Change No direct implications.

1. BACKGROUND

1.1 The Accounts & Audit (England) Regulations 2015 requires local authorities to 
prepare their annual financial statement of accounts in accordance with ‘proper 
accounting practice’.  For local authorities, proper accounting practice is defined 
as that contained within the CIPFA Code of Practice on Local Authority 
Accounting in the United Kingdom (The Code).  
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1.2 Accounting policies are the principles, bases, conventions, rules and practices 
applied by an authority that specify how the effects of transactions and other 
events are to be reflected in its financial statements.  This may be through 
recognising, selecting measurement bases for, and presenting assets, liabilities, 
gains, losses and changes in reserves. Except where explicitly specified in The 
Code, or due to specific legislative requirements, it is for an authority to select the 
accounting policies that are most appropriate to its particular circumstances.

1.3 The Terms of Reference of the Finance & Audit Committee require it to review the 
annual accounting policies to be used in preparing the annual statement of 
accounts.

2. ACCOUNTING POLICIES FOR 2021-22

2.1 The Code for 2021-22 has been published and a review of the Council’s 
accounting policies has been conducted to ensure that these are in line with the 
requirements of The Code.  

2.2 As at the time of writing, there are no major changes to The Code that have been 
identified that will influence the council’s accounting policies for 2021-22. The 
accounting policies will therefore broadly remain in line with those used to prepare 
the 2020-21 Statement of Accounts, although opportunity has been taken to 
review the wording of accounting policies and update where necessary to provide 
greater clarification.  

2.3 It should also be noted that as of writing, the audit of the 2019/20 Statement of 
Accounts remains outstanding due to technical accounting challenges regarding 
the St George’s Shopping Centre and the Housing Revenue Account asset 
register.  In the case of the former, external consultancy advice is being sought, 
and for the latter, work is already underway with the auditors having selected a 
sample of transactions for further investigation.

2.4 As a result of the above, the audit of the 2020/21 Statement of Accounts has yet 
to commence, and therefore any auditor amendments to the accounting policies 
as a result of that process are yet to be factored in to the current version.

3. CIFPA CONSULTATION 

3.1 On 3 February 2022, CIPFA announced a consultation entitled “Emergency 
proposals for the update of the 2021/22 Code of Practice on Local Authority 
Accounting in the United Kingdom.  Exceptional consultation on time-limited 
changes to the Code to help alleviate current delays to the publication of audited 
financial statements”. This has two main aspects to it – pausing professional 
revaluation of Property Plant and Equipment with the option to adopt an 
indexation approach instead for up to two years, and the deferral of the 
implementation of IFRS 16 (leases) from 2022/23 to 2023/24. 

3.2 Given that a significant number of authorities across the country have not had 
their accounts audited for 2019/20 and/or 2020/21, the proposal is aimed at 
reducing both accounting and auditor workloads in the short-term to allow for a 
“catch-up” process. It is envisaged that the backlog could therefore be cleared and 
wider audit and accounts issues addressed, so that by 2023/24 or 2024/25 a 
return to the current Code of Practice requirements with revised deadlines could 
be met on a consistent basis.

3.3 The Finance Team, in conjunction with colleagues in Property Services for the 
PPE-related proposal, are drafting a response to the consultation as of writing.  
Overall, officers feel that there are positive short-term impacts on preparation of 
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the annual accounts should these amendments be adopted, and are thus in broad 
overall support of the proposals. There are a number of sub-parts within each 
main part of the consultation, and officers are making relevant points regarding 
some of the finer details of each aspect still to be worked through. This will ensure 
the consultation receives a full and considered response by the Council.

3.4 Given the timescales of the consultation (responses to be returned by 4 March 
2022), the time required for any resulting amendments to be enacted, the 
Council’s committee reporting cycle, and the proximity to the financial year-end 
itself, there is the potential for the accounting policies as presented at Appendix 
One to be updated for final adoption during the forthcoming accounts preparation. 

3.5 Members are therefore requested to endorse any amendments to the accounting 
policies resulting from the consultation process, with any changes reported in due 
course to a future committee.

4. APPENDICES

4.1 The following documents are to be published with the report: 

4.2 Appendix One – Accounting Policies 2021/22

Lead Officer: Andrew Barnett

Email: Andrew.Barnett@gravesham.gov.uk
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Secondary Implications
Risk Assessment It is considered that the policies presented to the Finance & Audit Committee within 

this report are properly in line with the statutory guidance.  In conducting the review 
of the accounting policies, Officers have attended a CIPFA event and a separate 
Grant Thornton event on applying The Code to the preparation of the 2021-22 
accounts.
If the accounting policies were not in accordance with statutory guidance and The 
Code, the accounts for the financial year could receive a qualified opinion from 
Grant Thornton, the Council’s external auditors.

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
A definition of each type of data can be found on the Information 
Commissioner’s Office website via the above links.
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
N/A

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder No direct implications.

Digital and website 
implications

No direct implications.

Safeguarding 
children and 
vulnerable adults

No direct implications.
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ACCOUNTING POLICIES

STATEMENT OF ACCOUNTING POLICIES

1.1. General
Local Authorities are required to prepare their annual financial statements by the 
Accounts & Audit (England) Regulations 2015.  The regulations require these 
statements to be prepared in accordance with ‘proper accounting practice’.
Each year CIPFA produces a “Code of Practice on Local Authority Accounting in the 
United Kingdom” (The Code).  The Code has been defined as proper accounting 
practice for the purpose of preparing the annual financial statements of the council and 
is based on approved accounting standards, comprising International Accounting 
Standards (IAS), International Financial Reporting Standards (IFRSs) approved by the 
International Accounting Standards Board, International Public Sector Accounting 
Standards (IPSAS) and the Urgent Issues Task Force’s (UITF) Abstracts.
The following Accounting Policies set out the general principles used by Gravesham 
Borough Council to prepare its annual financial statements. 

1.2. Accounting Concepts & Qualitative Characteristics
In general, the accounts are prepared on the basis of historical cost modified by the 
revaluation of land, buildings, vehicles and plant, subject to and in accordance with the 
fundamental accounting concepts set out below:
Relevance
In accordance with IAS 8 - Accounting Polices, Changes in Accounting Estimates and 
Errors, the accounts are prepared to provide readers with information about the 
Council’s financial performance and position that is useful for assessing the 
stewardship of public funds.
Reliability
The accounts are prepared on the basis that the financial information contained within 
them is reliable, i.e. they are free from material error, deliberate or systematic bias, 
complete within the bounds of materiality and represent faithfully what they intend to 
represent. Where there is uncertainty in measuring or recognising the existence of 
assets, liabilities, income and expenditure then caution or prudence has been used as 
a basis to inform the selection and application of accounting policies and estimation 
techniques.
Comparability
The accounts are prepared to enable comparison between financial periods. To aid 
comparability, the Council applies its accounting policies consistently both during the 
year and between years.
Understandability
Every effort is made to make the accounts as easy to understand as possible. 
Nevertheless, there is an assumption that the reader has a reasonable knowledge of 
accounting and local government. Where the use of technical terms is unavoidable, 
explanations are provided in the Glossary of Terms.
Materiality
Certain information may be excluded from the accounts on the basis that the amounts 
involved are not material either to the fair presentation of the financial position and 
transactions of the Council or to the understanding of the accounts. 
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Accruals
With the exception of the Cash Flow Statement, the accounts are prepared on an 
accruals basis. The accruals basis of accounting requires the non-cash effect of 
transactions to be reflected in the accounts for the year in which those effects are 
experienced and not in the year in which the cash is actually received or paid.  Bills for 
Council Tax and Business Rates are recorded as issued at 31 March and no attempt 
is made to accrue for bills due but not processed at the year-end. The Council has set 
a de-minimis level of £2,000 for final accounts accrual adjustments.
Going Concern
The accounts are prepared on the assumption that the Council will continue to operate 
for the foreseeable future.
Primacy of Legislative Requirements
Where a particular accounting treatment is prescribed by legislation, then that treatment 
prevails even if it conflicts with one or other of the accounting concepts outlined above. 
In the unlikely event of this arising, a note to that effect is included in the accounts.

1.3. Revenue Recognition

In accordance with IFRS15, revenue is accounted for at the point at which services are 
delivered to service recipients, not necessarily when cash payments are made or 
received. In particular:

 Revenue from the provision of goods and services is recognised when the Authority 
can measure reliably the percentage of completion of the transaction, and it is 
probable that economic benefits or service potential associated with the transaction 
will flow to the Authority.

 Revenue from Council Tax and Business Rates is measured at the full amount 
receivable, as they are non-contractual, non-exchange transactions.  Revenue from 
non-exchange transactions is recognised when it is probable that the economic 
benefits or service potential associated with the transaction will flow to the Council 
and the amount of revenue can be measured reliably.

 Supplies and services are recorded as expenditure when they are consumed – 
where there is a gap between the date supplies or services are received and their 
consumption; they are held on the Balance Sheet.

 Interest receivable on investments and payable on borrowings is accounted for 
respectively as income and expenditure on the basis of the effective interest rate 
for the relevant financial instrument rather than the cash flows fixed or determined 
by the contract.

1.4. Estimation Techniques
Estimation techniques are the methods adopted by the Council to arrive at estimated 
monetary amounts, corresponding to the measurement bases selected for assets, 
liabilities, gains, losses and changes in reserves. Details of where these have been 
used are contained in the relevant Note to the Accounts. Where a change in an 
estimation technique is material, an explanation is also provided of the change and its 
effect on the results for the current period.
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1.5. Cash and Cash Equivalents
Cash and Cash Equivalents are short-term, highly liquid investments that are readily 
convertible to known amounts of cash, and which are subject to an insignificant risk of 
changes in value.  Available for sale assets are shown in the Balance Sheet at fair 
value, and all other investments are shown at their nominal value. Internally managed 
short-term highly liquid investments of three months or less from the date of acquisition 
are recognised as cash equivalents.

1.6. Assets Held for Sale (Current Assets)
These are assets that have been declared surplus to the Council’s operational 
requirements, are being actively marketed, and have an estimated sale date within 
twelve months of the Balance Sheet date. They are reported on the Balance Sheet date 
at the lower of the carrying amount or the fair value of the asset less the costs to sell 
the asset. Assets available for sale are not subject to depreciation.

1.7. Property, Plant and Equipment

- Recognition
All expenditure on the acquisition, creation or enhancement of Property, Plant and 
Equipment is capitalised on an accruals basis. Expenditure on the acquisition of an 
asset, or expenditure which adds to, and not merely maintains, the value of an 
existing asset, should be capitalised, provided that it yields benefits to the authority 
and the services it provides for a period of more than one year.
In defining capital expenditure, the Council operates a de minimis consideration level 
of £12,000 for non-current assets. Any expenditure below this level is charged to 
revenue in the year of acquisition.
- Measurement
Initially the assets are measured at cost, comprising the purchase price plus any 
costs associated with bringing the asset into use.  The measurement of an asset 
acquired other than through purchase is deemed to be its fair value. 
In accordance with The Code, Property Plant and Equipment is further classified as:

 Council Dwellings

 Other Land and Buildings *

 Infrastructure assets

 Vehicles, Plant and Equipment

 Community Assets

 Assets under Construction

Each of these asset classifications are valued on the base recommended by CIPFA 
and in accordance with the Statements of Asset Valuation Principles and Guidance 
Notes issued by The Royal Institution of Chartered Surveyors (RICS), as follows:

 Infrastructure, Community Assets & Assets Under Construction – Depreciated 
Historical Cost 

 Dwellings – current value, determined using the basis of Existing Use Value 
for Social Housing
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 Surplus Assets – fair value, estimated at highest and best use

 All other assets – current value, determined as the amount that would be paid 
for the asset in its existing use

Where there is no market-based evidence of current value because of the specialist 
nature of an asset, Depreciated Replacement Cost is used as an estimate of current 
value. Where non-property assets (such as Vehicles, Plant and Equipment) have 
short useful lives or low values (or both), Depreciated Historical Cost basis is used as 
a proxy for current value.

*These asset categories are revalued on a five-year rolling cycle. The programme of revaluations is 
continuing on this cyclical basis although values of those assets falling between scheduled valuation 
dates are reviewed annually to ensure that any material changes to asset valuations is adjusted in the 
interim period, as they occur.

 - Depreciation
Depreciation is provided for on those Property, Plant and Equipment assets with a 
finite useful life (which can be determined at the time of acquisition or revaluation) 
according to the following policy:

 newly acquired assets are not depreciated in the year of acquisition where this 
does not have a material effect upon the accounts.

 depreciation is calculated using the straight-line method.

 full depreciation is calculated in the year of disposal  

The standard useful lives for each category of asset are up to the following number of 
years:

Asset Depreciation Methodology

Operational Land Depreciation is not normally provided for freehold 
Land. 50 years (usually relating to car parks)

Operational Buildings Usually 50 years, although this can vary according to 
the individual asset

Council Dwellings Suitable components are identified and valued at 
Beacon level, together with an estimate of each 
component’s useful life which together form the basis 
of the annual depreciation calculation.

Infrastructure 40 Years

Vehicles, Plant & 
Equipment

Vehicles & Plant - 10 Years depending on the type of 
asset
IT Equipment - 7 years depending on the nature of the 
asset
Non-IT Equipment - 20 years depending on the nature 
of the asset

Provision for depreciation is made by allocating the cost (or revalued amount) less 
estimated residual value of the assets as closely as possible to the periods expected 
to benefit from their use.
Depreciation is not normally provided for on freehold land and certain Community 
Assets (whether operational or non-operational) on the basis that such assets do not 
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have a determinable useful life. Depreciation is also not provided for on assets which 
are not yet available for use (i.e. Assets Under Construction).
- Valuation
The freehold properties which comprise part of the Council’s property portfolio have 
been valued at the direct request of the Council's Assistant Director (Corporate 
Services) in accordance with CIPFA's accounting arrangements. Valuations are 
undertaken by suitably qualified internal staff, or external firms as practicable in 
accordance with the Statements of Asset Valuation Practice and Guidance Notes of 
the Royal Institution of Chartered Surveyors.

Fixed plant and machinery is included in the valuation of buildings. Operational 
Properties are valued on open market (existing use) basis, or where this cannot be 
assessed because there is no market for the subject asset, the Depreciated 
Replacement Cost. 

Council Dwellings are valued on Existing Use Value for Social Housing (EUV-SH). 
- Components
The Council’s policy is to account for components where the total asset has a gross 
book value in excess of £1m and where any individual component has a value in 
excess of £100,000. With regard to HRA dwellings, each dwelling is treated as a 
separate component, and the value of each component divided by its useful life 
provides the annual depreciation charge.

- Impairment
Assets are assessed at each year-end to establish the possibility of impairment.  
Where indications exist and are estimated to be material, the asset is revalued and if 
lower than the carrying value, an impairment loss is recognised for the shortfall.
Where impairment losses are identified, they are accounted for as follows:

 Where there is a balance of previous revaluation gains for the asset in the 
Revaluation Reserve, the carrying amount of the asset is written down against 
that balance (up to the amount of the accumulated gains).

 Where there is no balance in the Revaluation Reserve or an insufficient 
balance, the carrying amount of the asset is written down against the relevant 
service lines in the Comprehensive Income and Expenditure Statement.

Where an impairment loss is subsequently reversed, the reversal is credited to the 
relevant service lines in the Comprehensive Income and Expenditure Statement, up 
to the amount of the original loss, adjusted for depreciation that would have been 
charged if the loss had not been recognised. 

- Disposal
Income from the disposal of Property, Plant and Equipment is accounted for on an 
accruals basis. Such income, following payment of any pooling liability to central 
government (in respect of housing capital receipts from the sale of dwellings through 
the Right to Buy (RTB) scheme), is included in the Balance Sheet within Usable 
Capital Receipts. 
When an asset is disposed of or decommissioned, any receipt arising (net of selling 
costs) is set against the carrying value of the asset in the Comprehensive Income and 
Expenditure Statement, so comprising a gain or loss on disposal. Any remaining 
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revaluation gains in the Revaluation Reserve are transferred to the Capital 
Adjustment Account. 
Proceeds in excess of £10,000 are categorised as capital receipts. A proportion of 
sales proceeds relating to HRA disposals is payable to the Government under pooling 
arrangements. Following the introduction of self-financing, and a revised RTB 
scheme, some elements of RTB proceeds have to be recycled to deliver new social 
housing.
Net receipts are credited to the Usable Capital Receipts Reserve to be used for new 
capital investment or set aside to reduce the council’s underlying need to borrow (the 
capital financing requirement). Receipts are appropriated to the Reserve from the 
General Fund Balance via the Movement in Reserves Statement.
Any amounts written-off following a disposal is not a charge against council tax, as 
the cost of fixed assets are fully provided for under separate arrangements for capital 
financing. Amounts are appropriated to the Capital Adjustment Account from the 
General Fund Balance in the Movement in Reserves Statement.

1.8. Intangible Assets
Intangible assets are non-financial fixed assets that do not have physical substance but 
are identifiable and are controlled by the local authority through custody or legal rights. 
Intangible assets are measured at cost and are not subject to revaluations, they are 
amortised over their economic lives on a straight-line basis, typically over a period of 5 
years. 

1.9. Heritage Assets
Separate disclosure of the carrying amounts of the council’s heritage assets is required 
at ‘valuation’, where that valuation can be made by any method that is appropriate and 
relevant. There is no requirement for valuations to be carried out or verified by external 
valuers, nor is there any prescribed minimum period between valuations if the authority 
can demonstrate that such a process would not add value to users of the accounts. 
Thus assets identified as Heritage Assets by Gravesham are reflected in the accounts 
at their insurance valuation, which is reviewed annually.

The initial recognition of the asset is in accordance with our accounting policy on 
recognising Property, Plant & Equipment (See 13.7). Where information on the cost or 
value is not available, and the cost of obtaining the information outweighs the benefits 
to the users of the financial statements, that asset is not be recognised on the Balance 
Sheet, and an appropriate disclosure is made instead.

Due to the historic nature of the assets within this category, depreciation is not applied

1.10. Investment Properties
Investment Property is property (land and/or buildings) held solely to earn rental income 
or for capital appreciation or both. Investment Property is initially recognised at cost, 
but is subject to valuation at fair value at the end of each accounting period. 
Properties are not depreciated but are revalued annually to market conditions at year-
end. Gains and losses on revaluation are posted to the Financing & Investment line in 
the Comprehensive Income and Expenditure Statement. The same treatment is applied 
to gains/losses on disposal.
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1.11. Charges to Revenue for Non-Current Assets
General Fund service revenue accounts, central support services and trading accounts 
are charged with the following amounts in relation the use of assets during the year;

 depreciation attributable to the assets used by the relevant service

 revaluation and impairment losses used by the service (where these exceed 
accumulated gains held in the Revaluation Reserve)

 amortisation of intangible fixed assets used by the relevant service

1.12. Revenue Expenditure Funded from Capital under Statute
Revenue expenditure funded from capital under statute (REFCUS) represents 
expenditure that may be capitalised under statutory provisions but does not result in 
the creation of non-current assets. The expenditure items are generally outgoing 
grants, or expenditure on property not owned by the authority. Such expenditure 
incurred during the year is charged to the relevant service account in the 
Comprehensive Income and Expenditure Statement. Where the council has 
determined to meet the cost of the revenue expenditure from existing capital resources 
or by borrowing, a transfer to the Capital Adjustment Account is made. This reverses 
out the amounts charged against the General Fund Balance in the Movement in 
Reserves Statement so there is no impact on the level of Council Tax.

1.13. Government Grants and Contributions
Government grants and contributions are recognised as due to the authority when there 
is reasonable assurance that;

 the Authority will comply with any conditions attached to the payments, and;

 the grants or contributions will be received. 
Where conditions have not yet been complied with, the grants and contributions are 
carried within the Authority’s Balance Sheet as creditors.  When conditions are 
satisfied, grant and contribution amounts are released to the individual Service 
Revenue Accounts within the Comprehensive Income and Expenditure Statement. 
Capital grants and contributions are credited to the Taxation and Non-Specific Grant 
line in the Comprehensive Income & Expenditure Statement where conditions are 
satisfied.  Capital grants that have not yet been used to finance capital expenditure are 
posted to the Capital Grants Unapplied Reserve; those that have been applied are 
credited to the Capital Adjustment Account.

1.14. Leases
Rentals payable under operating leases are charged to the Comprehensive Income 
and Expenditure Statement on a straight-line basis over the term of the lease.
Finance leases are accounted for when the risks and rewards relating to the leased 
asset are substantially transferred to the council, with rentals payable being 
apportioned between;

 a charge for the acquisition of the interest in the asset, with a liability in the 
Balance Sheet at the start of the lease, written down as leasing payments are 
due, and;

 a finance charge against Net Operating Expenditure in the authority’s 
Comprehensive Income and Expenditure Statement as the leasing payments 
are due.

Assets recognised by way of finance leases are treated in the same way as Property, 
Plant and Equipment assets, with the only notable exception being that depreciation is 
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charged over the term of the lease where this is shorter than asset’s estimated useful 
life.  Finance leases are recognised within the Balance Sheet at fair value (at the date 
of the lease’s inception).

1.15. Repurchase of Borrowing
Gains and losses on the repurchase of or early settlement of borrowing are credited 
and debited to Financing and Investment Income in the Comprehensive Income and 
Expenditure Statement in the year of repurchase/settlement.
However, where repurchase has taken place as part of a restructuring of the loan 
portfolio and therefore;

 old debt is replaced with new debt by means of an exchange of debt 
instruments between an existing borrower and lender or the terms of an 
existing liability are modified, and;

 the terms of the loan debt exchanged are not substantially different or the 
modification of the terms of an existing liability is not substantial,

the premium or discount is respectively deducted from or added to the amortised cost 
of the new or modified loan and the write-down to the Comprehensive Income and 
Expenditure Statement is spread over the life of the loan by an adjustment to the 
effective interest rate. Where premiums and discounts have been charged to the 
Comprehensive Income and Expenditure Statement, regulations allow the impact on 
the General Fund Balance to be spread over future years. In the case of the Housing 
Revenue Account, in accordance with Local Authority Accounting Panel (LAAP) 
Bulletin 26 the amount chargeable to the HRA is amortised over a maximum period of 
10 years.
The reconciliation of amounts charged to the Comprehensive Income and Expenditure 
Statement to the net charge required against the General Fund Balance is managed 
by a transfer to or from the Financial Instruments Adjustment Account in the Movement 
in Reserves Statement. 

1.16. Debtors and Creditors
The accounts of the Council are maintained on an accruals basis i.e. sums due to or 
from the Council during the year are included whether or not the cash has actually been 
received or paid in the year, with the exception set out above (policy 2).  
Debts due to the Council are recorded as they become due and the Debtors section of 
the Balance Sheet represents the amounts due during the year which remain unpaid 
at the year-end, from which a sum is deducted as an expected credit loss provision.
Interest payable is accrued to 31 March annually on all loans outstanding at that date. 
Interest on short-term investments due, but not received as at 31 March is also accrued 
where this is material.
Instalments of interest on Housing Act advances and deferred payments are brought 
into account on the day they fall due for payment, irrespective of the period to which 
they relate.
Housing Revenue Account gross rent income is brought into account for the full year 
irrespective of debit and collection dates.

1.17. Stocks and Long Term Contracts
Vehicle fuel, and Woodville bar & catering stocks are valued at cost price.
Work-in-progress, representing uncompleted rechargeable jobs as at 31 March 
annually, is valued at cost including an allocation of overheads.
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Long Term contracts are defined as “contracts entered into for the design, manufacture 
or construction of a single substantial asset or the provision of a service (or of a 
combination of assets or services which together constitute a single project) where the 
time taken substantially to complete the contract is such that the contract activity falls 
into different accounting periods” The Council makes a disclosure in the notes to the 
Core Financial Statements in respect of any capital contracts that meet this definition.

1.18. Cost of Management and Support Services
The principles recommended by CIPFA (under the Service Reporting Code of Practice) 
on accounting for management and support services are followed with the following 
exceptions:

 the apportionment basis is derived from the estimated percentage allocations 
of the entire service across other services to whom activities relate  

 costs are allocated based on the original budget set rather than the actual 
outturn for the year.

These exceptions are made in order to facilitate the smooth preparation of the 
accounts, the impact of which is not considered to be material.

1.19. Provisions
Provisions are charged as an expense to the appropriate service line in the 
Comprehensive Income and Expenditure Statement when the authority has an 
obligation, and are measured at the best estimate at the balance sheet date of the 
expenditure required to settle the obligation.  When payments are eventually made, 
they are charged to the provisions carried in the balance sheet. Any under/over 
provision is then released/charged to revenue once the obligation has completed.

1.20. Reserves
Amounts set aside for purposes falling outside the definition of provisions are 
considered as reserves, and transfers to and from them are distinguished from service 
expenditure disclosed in the Statement of Accounts. Certain items such as the 
Revaluation Reserve and the Capital Adjustment Account can only be used for specific 
statutory purposes and thus are not available for discretionary purposes earmarked by 
the Council, further details of which appear in the Movement in Reserves Statement.
Reserves include earmarked reserves set aside for specific policy purposes and 
balances which represent resources set aside for purposes such as general 
contingencies and cash flow management. Statements concerning the purpose and 
usage of all provisions and specific reserves appear in the notes to the core financial 
statements.

1.21. Investments
Long-term investments such as those in Property Funds and Multi Asset Funds are 
classified at Fair Value through Profit and Loss under IFRS 9.  The value of these 
investments on the balance sheet is based on the BID price and Net Asset Value 
respectively as at 31 March.  Short-term are classified at Amortised Cost under IFRs 9 
and are shown under current assets at the actual sums lent.

1.22. VAT
VAT, whether of a capital or revenue nature, is included in the Comprehensive Income 
and Expenditure Statement only to the extent it is unrecoverable. The Council’s partial 
exemption status is reviewed on an annual basis.
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1.23. Employee Benefits
Three categories of employee benefits exist under IAS 19 and IPSAS 25 Employee 
Benefits, as detailed below.
Benefits payable during employment:
 

a) Short-term employee benefits, such as wages and salaries, paid annual leave 
and paid sick leave, bonuses and non-monetary benefits (e.g. cars) for current 
employees. 

b) Benefits earned by current employees but payable twelve months or more after 
the end of the reporting period e.g. long-service awards 

Termination benefits:
This covers costs that are payable as a result of either an employer’s decision to 
terminate an employee’s employment before the normal retirement date; or an 
employee’s decision to accept voluntary redundancy in exchange for those benefits. 
These are often lump-sum payments, but also include enhancement of retirement 
benefits, and salary until the end of a specified notice period if the employee renders 
no further service that provides economic benefits to the authority. 
In the event of notice of termination being served on an employee, the costs of 
redundancy are accrued to the year that the notice is served, but other costs will be 
charged to the year they are incurred. 

Post-employment benefits:
As part of the terms and conditions of employment of its employees, the Council
offers retirement benefits.  Although these benefits are not actually payable until 
employees retire, the commitment that the authority has to make those future 
payments must be recognised at the time that employees earn their entitlement.  The 
Local Government Pension Scheme is administered by Kent County Council – this is 
a funded defined benefit final salary scheme, meaning that both the Council and 
employees pay contributions into a fund, calculated at a level intended to balance the 
pension’s liabilities with investment assets.
Under International Accounting Standard 19 (IAS 19), the employer is required to 
recognise as an asset or liability the surplus/deficit in the pension scheme.  The 
surplus / deficit in the pension scheme is the excess/shortfall of the value of assets 
when compared to the present value of the scheme liabilities.  A pre-requisite of the 
introduction of IAS 19 was that it did not impact on taxation requirements.  Where the 
contributions paid to the pension scheme do not match the change in the authority’s 
recognised liability for the year, any such variance is dealt with by an equivalent 
appropriation to or from a pensions reserve.  Actuarial gains/losses are shown as 
movements on the pensions asset/liability account and pensions reserve.  There is no 
impact on the Comprehensive Income and Expenditure Statement.  The Balance 
Sheet shows the net pension asset or liability and an equivalent pension reserve 
balance.
Contributions to the pension scheme are determined by the Fund’s actuary on a 
triennial basis.  The amounts recorded in 2021/22 accounts are based on the 
contribution rates set following the valuation of the Kent County Council Pension 
Fund for funding purposes as at 31 March 2019. These rates took effect from 1 April 
2020.  
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 Service Cost comprising:
- Current service cost – the increase in liabilities as a result of years of service 

earned this year – allocated in the Comprehensive Income and Expenditure 
Statement to the services for which the employees worked

- Past service cost – the increase in liabilities as a result of a scheme 
amendment or curtailment whose effect relates to years of service earned in 
earlier years – debited to the Surplus or Deficit on the Provision of Services in 
the Comprehensive Income and Expenditure Statement. [Note that the 
treatment of past service costs will depend on the decisions of the authority 
about how they are allocated to service segments].

- Net interest on the net defined benefit liability (asset), i.e. net interest expense 
for the authority – the change during the period in the net defined benefit 
liability (asset) that arises from the passage of time charged to the Financing 
and Investment Income and Expenditure line of the Comprehensive Income 
and Expenditure Statement – this is calculated by applying the discount rate 
used to measure the defined benefit obligation at the beginning of the period 
to the net defined benefit liability (asset) at the beginning of the period  - taking 
into account any changes in the net defined benefit liability (asset) during the 
period as a result of contribution and benefit payments.

 Remeasurements comprising :
- the return on plan assets – excluding amounts included in net interest on the 

net defined benefit liability (asset) – charged to the Pensions Reserve as 
Other Comprehensive Income and Expenditure

- actuarial gains and losses – changes in the net pensions liability that arise 
because events have not coincided with assumptions made at the last 
actuarial valuation or because the actuaries have updated their assumptions – 
charged to the Pensions Reserve as Other Comprehensive Income and 
Expenditure

 Contributions paid to the Kent County Council pension fund – cash paid as 
employer’s contributions to the pension fund in settlement of liabilities; not 
accounted for as an expense.

In relation to retirement benefits, statutory provisions require the General Fund 
Balance to be charged with the amount payable by the authority to the pension fund 
or directly to pensioners in the year, not the amount calculated according to the 
relevant accounting standards.  In the Movement in Reserves Statement, this means 
that there are transfers to and from the Pensions Reserve to remove the notional 
debits and credits for retirement benefits and replace them with debits for the cash 
paid to the pension fund and pensioners and any such amounts payable but unpaid at 
the year-end.  The negative balance that arises on the Pensions Reserve thereby 
measures the beneficial impact to the General Fund of being required to account for 
retirement benefits on the basis of cash flows rather than as benefits are earned by 
employees.

1.24. Expected Credit Loss Provision
The provision for expected credit losses is calculated having regard to the nature of the 
debt, its age and the likelihood of recovery. The calculations for each type of debt, i.e. 
Council Tax, NDR, Rents, Sundry Debtors etc. are based on historical evidence and 
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the methodology and individual percentages applied to calculate the provisions are 
reviewed regularly.

1.25. Financial Liabilities
Financial liabilities are initially measured at fair value and carried at their amortised 
cost. Annual charges to the Comprehensive Income and Expenditure Statement for 
interest payable are based on the carrying amount of the liability, multiplied by the 
effective rate of interest for the instrument. The amount presented in the Balance Sheet 
is the outstanding principal repayable, and interest charged to the Comprehensive 
Income and Expenditure Statement is the amount payable for the year in the loan 
agreement.

1.26. Financial Assets
Financial assets are classified into the following categories:

 Financial assets at amortised costs

 Financial assets at fair value through other comprehensive income, and

 Financial assets at fair value through profit and loss

The classification is determined by the cash flow and business model characteristics of 
the financial assets, as set out in The Code, and is determined at the time of initial 
recognition.

1.27. Financial Assets at Amortised Cost
Financial assets measured at amortised cost are those held with the objective to collect 
contractual cash flows and where the cash flows are solely payments of principal and 
interest.  This includes most trade receivables, loans receivable and other simple 
investments.

After initial recognition, these financial assets are measured at amortised cost using 
the effective interest method, less any impairment.  The effective interest rate is the 
rate that exactly discounts estimated future cash receipts through the life of the financial 
asset to the gross carrying amount of the financial asset.

For most of the financial assets held by the Council, this means that the amount 
presented in the Balance Sheet is the outstanding principal receivable (plus accrued 
interest) and interest credited to the CIES is the amount receivable for the year in the 
loan agreement.

When soft loans are made (loans at less than market rates), a loss is recorded in the 
CIES for the present value of the interest that will be foregone over the life of the 
instrument, resulting in a lower amortised cost that the principal outstanding.

Any gains and losses that arise on the derecognition of an asset are credited or debited 
to the Financing and Investment Income and Expenditure line in the CIES.

1.28. Financial Assets at Fair Value Through Other Comprehensive Income
Financial assets measured at fair value through other comprehensive income are those 
held whose objective is achieved by both collecting contractual cash flows and selling 
financial assets and where the cash flows are solely payments of principal and interest.

1.29. Financial Assets at Fair Value Through Profit and Loss
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Financial assets measured at fair value through profit or loss are those that are not 
otherwise measured at amortised cost or fair value through other comprehensive 
income.  They are recognised on the Balance Sheet when the Council becomes party 
to the contractual provisions of a financial instrument and are initially measured and 
carried at fair value.  Fair value gains and losses are recognised as they arrive in the 
Surplus of Deficit on the Provisions of Services.

The fair value measurements of the financial assets are based on the following 
techniques:

 Instruments with quoted market prices – the market price

 Other instruments with fixed and determinable payments – discounted cash 
flow analysis.

The inputs to the measurement techniques are categorised in accordance with the 
following three levels

 Level 1 – quoted prices (unadjusted) in active markets for identical assets or 
liabilities that the authority can access at the measurement date

 Level 2 – inputs other than quote prices included within Level 1 that are 
observable for the asset or liability, either directly or indirectly

 Level 3 – unobservable inputs for the assets or liability.

Any gains or losses that arise on derecognition of the asset are credited or debited to 
the Financing and Investment Income and Expenditure line in the Comprehensive 
Income and Expenditure Statement.

1.30. Financial Assets Expected Credit Loss
For all financial assets measured at amortised cost or at fair value through other 
comprehensive income, the Council recognises expected credit losses on the financial 
instrument.  The Code requires that local authorities shall not recognise a loss 
allowance for expected credit losses on financial assets where the counterparty for a 
financial asset is central government or a local authority for which relevant statutory 
provisions prevent default.
The Council adopts the simplified approach to impairment, in accordance with the 
Code, and measures the loss allowance for trade receivables, contract assets and 
lease receivables at an amount equal to lifetime expected credit losses.  For other 
financial assets, the loss allowance is measured at an amount equal to the lifetime 
expected credit losses if the credit risk on the financial instrument has increased 
significantly since initial recognition, otherwise at an amount equal to 12-month 
expected credit losses.

For financial assets that have become credit impaired since initial recognition, expected 
credit losses at the reporting date are measured as the difference between the net 
present value of all the contractual cash flows that are due to the Council in accordance 
with the contract for the instrument and the net present value of all the cash flows that 
the Council expects to receive, discounted at the original effective interest rate.  Any 
adjustment is recognised in the Surplus or Deficit on the Provision as an impairment 
gain or loss.

1.31. Fair Value Measurement of non-financial assets
The authority measures some of its non-financial assets at fair value at each reporting 
date.  Fair value is the price that would be received to sell such an asset or paid to 
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transfer a liability in an orderly transaction between market participants at the 
measurement date.  The fair value measurement assumes that the transaction to sell 
the asset or transfer the liability takes place either: 

a) In the principal market for the asset or liability, or

b) In the absence of a principal market, in the most advantageous market for the   
asset or liability.

Inputs to the valuation techniques in respect of assets and liabilities for which fair 
value is measured or disclosed in the financial statements are categorised within the 
fair value hierarchy as follows:

 Level 1 – quote prices (unadjusted) in active markets for identical assets or 
liabilities that the authority can access at the measurement date

 Level 2 – inputs other than quote prices included within Level 1 that are 
observable for the asset or liability, either directly or indirectly

 Level 3 – unobservable inputs for the asset or liability.

1.32. Events after the Balance Sheet Date
Events arising after the Balance Sheet date are reflected in the Statement of Accounts 
if they provide additional evidence of conditions that existed at the Balance Sheet date 
and materially affect the amounts to be included. These are known as ‘adjusting 
events’.
Events which arise after the Balance Sheet date and concern conditions which did not 
exist at that time are detailed in the notes to the core financial statements if they are 
of such materiality that their disclosure is required for the fair presentation of the 
financial statements. These are known as ‘non-adjusting events’.

1.33. Contingent Assets/Liabilities
Any contingent assets as at the Balance Sheet date are disclosed within the accounts 
by way of a note if the inflow of a receipt or economic benefit is probable.
Contingent liabilities as at the Balance Sheet date are disclosed within the accounts by 
way of a note if a payment or transfer of economic benefit is possible.

1.34. Council Tax & Business Rate (NDR) Income
The Council is a billing authority and as such is required to bill local residents and 
businesses for Council Tax and Business Rates. The Council acts as an agent on 
behalf of the major precepting authorities, Kent County Council, the Kent Police and 
Crime Commissioner and the Kent and Medway Fire & Rescue Authority for Council 
Tax, and Kent County Council, Kent Fire & Rescue Service and the Government for 
Business Rates. 
Accordingly, the debtors and creditors in the Balance Sheet only show the amount 
owed by and to taxpayers in respect of Council Tax and Business Rates for the element 
relating to Gravesham Borough Council. Amounts relating to major precepting 
authorities will be shown as net debtors or creditors on the Balance Sheet. 
The amount shown in the Comprehensive Income and Expenditure Statement as the 
demand on the Collection Fund includes the accrued amount of Council Tax and 
Business Rates collected as well as amounts from previous year’s estimates. This 
adjustment is subsequently reversed within the Movement in Reserves Statement to 
the Collection Fund Adjustment Account.
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1.35. Group Accounts
Group Accounts are prepared in accordance with IFRS 10 (consolidated financial 
statements) and IFRS 12 (disclosure of interest in other entities), where it is 
considered that the Council has a material interest in other organisations. 

In early 2020, Council Members approved formation of a Local Authority Trading 
Company (LATCO) Rosherville Limitied, which is 100% owned by the Council as 
Shareholder. Two subsidiary companies have also been established to deliver 
specific services.

Where applicable, the following principles will be followed:

Basis of Consolidation 
Group Accounts will be prepared on the basis of a full consolidation of the financial 
transactions and balances of the Council, incorporating significant or material 
balances of the LATCO.  Any gains and losses arising from the LATCO will be fully 
reflected in the Comprehensive income and Expenditure Statement, Balance Sheet, 
Movement in Reserves Statement and Cashflow Statement within the Group column. 

Accounting Policies 
Group Accounts will be prepared using consistent accounting policies where 
possible; where there are conflicting policies with IFRS requirements, then the 
requirements of the Code of practice for Local Authority accounting will be 
adopted for consolidation purposes. 

Where significant or material intra-group charges occur, they will be removed during 
consolidation of the accounts. 

The decision to group account is determined by Qualitative and Quantitative 
materiality, therefore when considering whether to group, not only the values are 
relevant, the interest to all stakeholders is also taken into account.  

1.36. Prior Period Adjustments
Material adjustments applicable to prior years arising from changes in accounting 
policies or standards are reflected by restating the comparable figures in the Statement 
of Accounts, together with a disclosure note detailing the reasons for such restatement. 
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance and Audit Committee

Date: 8 March 2022

Reporting officer: Assistant Director (Corporate Services)

Subject: Development of the Corporate Risk Register 2022-2023

Purpose and summary of report: 
This report presents the outcome of the annual risk identification and analysis exercise 
that has been carried out to assist in the development of Gravesham Borough Council's 
Corporate Risk Register for 2022-2023.

Recommendations:

1. Members are requested to review the draft Corporate Risk Register for 2022-23 
prior to presentation to Cabinet.

Key Implications:
Item Implications

Legal There is a specific risk within the Register, which highlights the 
potential issues associated with proposed legislative changes that 
may affect the council moving forward.  Senior Management are 
being kept up to date with legislative change to ensure that they 
are able to be fully aware of potential changes proposed to assess 
how these may affect the council. 

Finance and Value for 
Money There are no financial or value for money implications arising from 

the Corporate Risk Register itself.
‘Ongoing financial viability of the Council’ is one of the key 
corporate risks identified within the Corporate Risk register and a 
specific update against this risk is included within appendix two. 

Corporate Plan The council’s arrangement to identify, assess and monitor 
strategic risks contribute to the delivery of Corporate Plan 
Objective #3: Progress: drive service improvement and corporate 
governance. 

Climate Change N/A
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1. Introduction and Background

1.1 Gravesham Borough Council pursues a forward-looking and dynamic approach to 
delivering services to the local community and in doing so, the council is exposed to 
risk both in terms of threats and loss of opportunities.  The council recognises that 
risks are inevitable and in practice, cannot be entirely avoided.  Resultantly, the 
council will tolerate a certain degree of risk when pursuing objectives, executing 
strategies and delivering services. 

1.2 Responsibility for risk management runs throughout the council and specific roles 
and responsibilities have been identified so that risk management is embedded in the 
culture of the council.  Finance & Audit Committee have responsibility for monitoring 
the effective development and operation of risk management through:

 Reviewing any changes that have been made to the Risk Management 
Strategy, prior to presentation to Cabinet for approval.

 Reviewing the annual Corporate Risk Register, prior to presentation to 
Cabinet for approval.

 Considering progress made during the year, in managing or mitigating 
risks contained within the Corporate Risk Register.

 Identifying potential risks for inclusion in the annual Corporate Risk 
Register.

2.         Risk Management Strategy 2022-23

2.1 The Risk Management Strategy sets out the approach that has been adopted by the 
council for identifying, evaluating, managing and recording risks to which it is 
exposed.  The primary intention of the strategy is to ensure that risk management is 
embedded into the daily operations of the council. The strategy recognises that good 
risk management will lead to good management, good performance, good 
stewardship of public money, good public engagement and ultimately, good 
outcomes for citizens and service users. 

2.2 In March 2011, it was agreed by Cabinet that the Risk Management Strategy would 
be reviewed on an annual basis and, where necessary, presented to Cabinet for 
approval if it was subject to updates and amendments resulting in material changes 
to the strategy. 

2.2.1 The Risk Management Strategy has been reviewed and there have been no 
substantial updates or amendments made to it.  The strategy will therefore not be 
presented for approval but is appended to the report as Appendix 1 for information.

3.     Desktop review of the corporate risk register

3.1 Prior to commencement of this year’s risk identification exercise, the Risk & 
Resilience Team (RRT) at Zurich Risk Services (ZRS), undertook a desktop review 
of the Council’s corporate risk register. Following completion of the desktop review, 
Zurich’s RRT made recommendations and observations with regards to:

 the presentation and format of the risk register; and 
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 the articulation and the quality of risk information included in the register.

3.3 In order to incorporate Zurich’s recommendations with regard to the presentation and 
format of the register, the risk register template has been amended to allow for:

 The inherent, residual and target risk scores to be seen on one line
 The corporate objective that each risk links to, to be recorded in the register.  

3.4 To ensure the articulation and quality of risk information included in the risk register 
is in line with Zurich’s recommendations, senior officers responsible for reviewing 
existing and new risks have been requested to:

 Consider how each risk will have an impact on the corporate objective it links 
to.

 Take a clean slate approach when analysing existing risks are to ensure they 
are assessed on an equal footing with new risks. This will also allow for 
existing risks to be sense checked, in order to establish whether or not they 
are still the main risks, if the descriptions are current and if the scoring is 
correct. 

 Provide clear information about what the Council is trying to manage. 
Information should include brief details of the specific event or situation (Risk) 
and what would make that happen (Trigger) as well as the Consequences.  

3 Draft Corporate Risk Register 2022-2023

3.1 In preparing the draft copy of the Corporate Risk Register for 2022-23, Management 
Team, Senior Officers and Members have been requested to provide details of 
existing risks that continue to score high and should be carried forward to the 2022-
2023 register and also to provide details of any new risks that should be considered 
for assessment and inclusion.

` Existing risks include;

1. Ongoing financial viability of the council.
2. Changes in national priorities and legislation.
3. Organisational capacity/resilience.
4. Cyberattack resulting in data breach or corruption of data.
5. Investment Risk.

            
New risks include;

1. Universal Credit
2. IT infrastructure is not updated to meet the needs of the organisation
3. Adoption and delivery of sound Local Plan

3.3 A Risk Identification & Analysis Assessment can be found at Appendix 2 of this 
report. The document details all risks that have been considered when producing the 
draft 2022-2023 Corporate Risk Register. 

3.3 All risks and the outcome of their assessment is summarised in the table and plotted
in the Heat Map below.
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Table of Risks Assessed for consideration

Risk Ref Risk Description
Inherent 

Risk
Residual 

Risk
Target 

Risk 
1 On-going financial viability of the council 20 12 9
2 Changes in national priorities and legislation 20 15 12
3 Organisational capacity/resilience 20 12 9
4 Cyberattack resulting in data breach or corruption of data 16 12 8
5 Investment risk 15 10 9
6 Universal Credit 15 6 9
7 IT Infrastructure is not updated to meet the needs of the organisation 20 9 2
8 Adoption and delivery of sound Local Plan 16 9 9

Risk Heat Map (Residual Risk)

Very High 5 5 2
High 4 1,3,

Medium 3 7,8 4
Low 2 6

Very Low 1
1 2 3 4

Negligible Significant Serious Critical 

LI
KE

LI
HO

O
D

Hig Risk
Medium Risk

Low Risk IMPACT

3.4 The risks that have generated a “High” residual risk score and are above the 
council’s strategic risk tolerance level can be seen coloured in red and have been 
included in the 2022-2023 Corporate Risk Register.  These risks are listed below and 
a draft copy of the register can be found at Appendix 3. 

1. On-going financial viability of the council.
2. Changes in national priorities and legislation.
3. Organisational Capacity reliance.
4. Cyberattack resulting in data breach or corruption of data. 
5. Investment Risk.

3.5 New risks were assessed and generated a medium and low score respectively, 
therefore these risk have not been included in the Corporate Risk register, but will be 
managed at service level. 

4. On-going monitoring of the Corporate Risk Register

4.1 Progress made against the actions in relation to each risk recorded in the Corporate  
Risk Register will be monitored quarterly by the Risk Management Working Group 
and progress information will be presented via a half yearly report to the Finance & 
Audit Committee.

4.2 The report on the Corporate Risk Register will be considered by the Finance and 
Audit committee, to ensure that necessary action is being taken to mitigate risks 
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which will enable the Finance and Audit committee to make appropriate 
recommendations to Cabinet.

5. Background Papers

5.1 There are no background papers to this report.

Page 33



Secondary Implications

Risk Assessment The regular review of strategic risks facing the council aids the council in managing 
risk effectively as a contribution to effective strategic decision-making.  It is 
important that the council’s approach to risk is reviewed on a regular basis by both 
officers and Members to ensure new risks are identified and action being taken to 
mitigate existing risks is effective

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
A definition of each type of data can be found on the Information 
Commissioner’s Office website via the above links.
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
No

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder The risk of Crime and Disorder is considered in the annual review and development 
of the Corporate Risk Register.

Digital and website 
implications

N/A

Safeguarding 
children and 
vulnerable adults

N/A
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Gravesham Borough Council 
Risk Management Strategy 

2022-2023 
 

1 Introduction 
 
1.1 Gravesham Borough Council pursues a forward-looking and dynamic approach 

to delivering services to the local community, in doing so the authority is exposed 
to risk both in terms of threats and loss of opportunities. (The table in Appendix I 
provides a brief outline of the major elements of risk to which Gravesham 
Borough Council could potentially be exposed).  The authority recognises that 
risks are inevitable and, in practice, cannot be entirely avoided; therefore the 
council will tolerate a certain degree of risk when pursuing objectives, executing 
strategies and delivering services.   

 
1.2 The council will consider risk in most of its activities and decisions.  Reports to 

the council’s Management Team and Members require risks associated with the 
decision being taken to be considered.  The council’s project management 
approach also recognises the need to identify, manage and monitor risks as a 
contributing factor to effective project management. 

 
1.3 To ensure the council’s risk appetite remains reasonable and does not exceed 

acceptable levels the authority has adopted a prudential approach to risk taking, 
whereby decisions are made within the parameters of the council’s internal 
control arrangements as set out within the constitution. In addition, to help drive 
continuous improvement and promote good risk management practices, a Risk 
Management Strategy has been developed which supports the following key 
systems: 

 

 Corporate governance 

 Community focus 

 Structures and processes 

 Service delivery arrangements 

 Use of resources 

 Standards of conduct 
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2 The aims & objectives of the Risk Management Strategy 
 

2.1 The purpose of the risk management strategy is to embed risk management into 
the daily operations of the council. Good risk management will lead to good 
management, good performance, good stewardship of public money, good public 
engagement and, ultimately, good outcomes for citizens and service users.  

 
2.2 The aim of the Risk Management Strategy is to: 
 

 Ensure the security of Council assets 

 Ensure the safety and well-being of Members, employees and service users. 

 Safeguard the reputation and image of the organisation. 

 Prevent litigation and criminal prosecution. 

 Prevent corruption, fraud and financial losses. 

 Minimize the overall cost of risk to the organisation. 

 Protect the quality of service delivered. 

 Manage organisational, political and technological changes. 

 Ensure the integrity of the organisation. 

 Ensure sound ethical conduct and probity.  
 

 
2.3  The objectives of the Risk Management Strategy is to ensure officers and  
        Members: 
 

 Adopt a logical and systematic approach to identifying, analysing, evaluating, 
treating, and monitoring and reporting all risks, associated with any activity, 
objective, function or process within which they become involved. 

 Evaluate the consequence and likelihood of risks to measure their severity. 

 Utilise the Risk Management Process and structure to minimise losses and 
maximise opportunities. 

 Manage to a reasonable level, all types of risk to which the organisation is 
exposed including Environmental, Financial, Strategic and Operational. 

 Be actively involved in using the risk management process to evaluate risks 
associated with Corporate and Service objectives including risks involved in 
failing to achieve these objectives. 

 Maintain at all times safe, places of work, systems of work, equipment, 
materials for work, together with a safe and healthy working environment.  

 Keep all work activities under review by carrying out regular risk 
assessments, internal and external audits so as to identify all matters likely to 
affect the safety of members, employees, service users, Partners, visitors 
and others, as well as the effective and efficient running of organisational 
processes.  

 Participate with other bodies including the Council’s insurers to develop and 
share risk management best practice.  

 Implement policies, procedures, preventative and protective measures 
information and training for employees and others based on the outcome of 
such risk assessments / audits, as are necessary to adequately control risk. 
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3 The importance of good risk management 
 

3.1 Risk management is considered the central part of an organisations strategic 
management. A robust risk management process can help create a culture of 
“no surprises” by enabling risks attaching to an organisation’s activities to be 
proactively identified, evaluated and appropriately treated thereby increasing the 
probability of success, and reducing both the probability of failure and the 
uncertainty of achieving objectives. The benefits of good risk management can 
be seen in illustration I. 

 
3.2 A robust risk management process will help raise awareness and understanding 

of: 
 
• the nature and extent of the risks facing the organisation; 
• the extent and categories of risks that are regarded as acceptable  
• the likelihood and potential impact of risks materialising; 
• the ability to reduce the incidence of impact on the organisation of risks that do 

materialise; 
• the significance of regular and on-going monitoring and reporting of risks 

including implementation of early warning mechanisms; 
• the cost of operating particular controls relative to the benefit obtained in 

managing related risks;  
• the importance of conducting, an annual review of the internal control systems 

that are in place; 
• the results that are reported from the annual review as well as the explanation of 

actions to be taken to address any significant concerns identified. 
 
 

Page 38



  

Strategic Risk Management – Risk Management Strategy 2022-2023 
 

Illustration I  
 
The Benefits of Good Risk Management 
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4 The risk management process  
 

4.1 An annual strategic risk management exercise to identify, analyse and prioritise 
risks that may affect the ability of the council to achieve its objectives is conducted 
by the authority. There are a number of critical steps that are taken during the risk 
management exercise and these are as follows: 

 
4.2 Identifying risks 

 
Potential risks that may arise are identified by Members, Management Team, 
Wider Management Team and Service Managers, so that informed decisions can 
be made about policies and/or service delivery methods. They may be general, 
relating to the environment within which the council operates, or specific, relating 
to a key area of service delivery.  

  
4.3 Analysing risks 

 
Available data is used to provide information to help assess the likelihood of any 
risk arising or the potential impact on the councils activities. The council has 
introduced a risk matrix which is a numerical scoring system for analysing risks 
that have been identified by the council: (The risk matrix can be seen at Appendix 
II) 

 
4.4  Profiling risks 

 
Risks are profiled according to their likelihood and severity as follows: 

 
High risk  A total risk scoring 10 or above (red). 
Medium risk  A total risk scoring between 5 and 9 (amber). 
Low risk  A total risk scoring 4 or below (green). 

 
4.5  Prioritising risks 
 

Risks are prioritised based on the how the council decides to approach each risk.            
Control action is then determined based on tolerance and aversion to risk 
balanced against the availability of resources. 

 
4.6  Determining actions on risk 
 
      A course of action can then be determined based on whether the risk is to be 

Transferred, Tolerated, Treated or Terminated. 
 
4.7  Controlling risk 
 
      Once appropriate action is determined for each risk, the process of controlling 

that risk commences. This involves either Treating/Terminating/Tolerating or 
Transferring the risk and/or alleviating its potential impact. 
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4.8  Monitoring, progress reporting and recording risks 
 

Once risks have been identified, evaluated, their control action agreed and 
implemented, risks must be monitored and their progress should be formally 
reported so that: 
 

 The adequacy of control actions that have been implemented can be 
reviewed 

 Changes in the severity of risks can be promptly identified and reported  

 Additional action to further control escalating risks can be promptly 
undertaken 

 Actions being carried out to control risks in respect of strategies that have 
been executed, or objective’s that have been met can be terminated 

 Lessons can be learned for future risk assessments and decision making. 

 

4.10  All risks identified during the risk management process are recorded in either the 
Corporate Risk Register; and or individual Service Risk Registers.  The purpose 
of risk registers is to document:  

 

 Details of each risk, their severity and the monitoring and control actions that 
have been agreed to control each risk. 

 Details of person(s) who are responsible for monitoring and controlling risks 
and reporting on their progress. 

 Details of whether or not agreed controls are effectively  managing risks 

 Details of what additional control actions are necessary to ensure intended 
actions are being achieved  

 Details of any new and emerging risks. 
 
 
5 The roles and responsibilities of various key individuals and groups in 

relation to risk management 
 

5.1 Responsibility for risk management runs throughout the council.  Specific roles 
and responsibilities have been identified so that risk management is embedded in 
the culture of the council. (Table (i) in Appendix III shows the roles and 
responsibilities of various key individuals and groups in relation to risk 
management and Table (ii) shows the annual risk reporting programme) 

 
6 Links to Governance issues 

 
6.1 The following governance arrangements have been identified as having links to 

the councils Risk Management Strategy: 
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6.2   Systems of internal control 

 
To ensure departments operate in an efficient and effective manner Service 
Managers are responsible for ensuring appropriate processes and procedures 
that incorporate adequate controls exist and are followed thereby enable the 
authority to; 

 

 Comply with statutory and management requirements. 

 Safeguard assets. 

 Maintain accurate and secure records. 

 Identify and correct any errors, omissions or oversights. 
 

 
6.3 The council as a whole operates within a framework of policies and procedures 

intended to direct the activity of the council and ensure transparency in decision 
making. The Constitution forms the main spine of these arrangements and 
includes the council's financial procedure rules and contract procedure rules.  
Responsible officers are expected to ensure that effective internal control 
arrangements are incorporated into the design or development of systems and 
procedures. Such arrangements would include ensuring adequate segregation of 
duties, authorisation and physical security controls to protect the council from 
error, misappropriation or loss.  

 
6.4 Compliance with internal controls is reviewed by the council’s Internal Audit 

function.  Internal Audit is an independent, objective assurance and consulting 
function designed to add value and improve an organisation’s operations. It helps 
the organisation accomplish its objectives by bringing a systematic, disciplined 
approach to evaluate and improve the effectiveness of risk management, control 
and governance processes. 

 
6.5 Control environment 
 

The councils control environment comprises of its system of governance, risk 
management process and system of internal control these systems are designed 
to ensure:  

 

 Risk management is embedded into the activity of the organisation. 

 Achievement of the organisations objectives is established and monitored  

 Compliance with  established policies, procedures, laws and regulations  

 Staff are trained and equipped to manage risk in a way appropriate to their 
authority 

 Resources are used economically effectively and efficiently to facilitate 
continuous improvement. 

 Finances are prudently managed and reported. 

 Performance is effectively managed and reported. 
 

6.6 All managers are responsible for ensuring the councils objectives are delivered 
with proper controls in place and through the effective and efficient use of 
resources thereby providing value for money.  Controls are reported through the 
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Annual Governance Statement, to ensure that systems are delivering consistent, 
predictable and effective results in or to meet service or corporate objectives. 

 
6.7 Data Quality 
 
     The councils approach to delivering and improving data quality across the whole        

authority is outlined in the Data Quality Policy.  The policy demonstrates the 
council’s commitment to ensuring that all information retained or provided by the 
council is accurate, reliable and fit for purpose.  

 
6.8 Anti-Fraud and corruption 

 
The councils approach to all forms of fraud and corruption is detailed in the Anti-
Fraud & Corruption Strategy. The strategy is designed to 

 

 encourage prevention;  

 promote detection, and  

 support investigation  of fraud, bribery and corruption 
 

6.9 Whistleblowing 
 

The councils Whistleblowing Policy aims to ensure openness, probity and 
accountability by encouraging Officers and others, who have serious concerns 
about any aspect of the council's work, to come forward and voice their concerns 
within the council, without fear of reprisals, rather than overlooking a problem or 
“blowing the whistle” outside.  

 
6.10 Money Laundering 
 

In order to prevent the use of council services and personnel for money 
laundering, the council has developed an Anti-Money Laundering Policy that 
sets out internal procedures to ensure  

 

 Potential areas where money laundering may occur are identified. 

 All legal and regulatory requirements are complied with 

 Actual or suspected cases of money laundering activity are appropriately 
reported  

 
6.11  Business Continuity Management 
 

Service Managers are responsible for documenting Business Continuity Plans 
relevant to their service areas, so that critical functions and services can continue 
to be provided and there is effective recovery in the event of and following a 
disruption or catastrophic event. 
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Appendix I 

 

The two categories in which the range of risks facing Gravesham Borough Council can 
be placed into is Strategic Risks and Operational Risks. The table below provides a 
brief outline of the major elements of risk facing Gravesham Borough Council) under 
both categories 
 

Strategic Risks 
 
Operational Risks 
 

Political Risks; arising from changes in 
political control or significant policy changes at 
a national or local level 

Professional Risks: associated with the 
professional competence of Officers employed 
by the authority. 

 
Economic Risks: arising from changes in the 
economic climate 

 
Financial Risk: associated with inadequate 
financial planning resulting in lack of funding 
 

 
Social Risks: arising from unanticipated 
effects of changes in demographic, residential 
or social trends 
 

 
Contractual Risks: arising from the failure of 
contractors to deliver services to an agreed 
cost and quality specification 

 
Technology Risks: arising from unanticipated 
technological changes that might render 
significant investments obsolete or undermine 
key assumptions  
 

 
Technological Risks: arising from over-
reliance on IT and other operational equipment 
 

 
Legislative Risks: arising from legislative 
change at UK or European level placing 
significant new obligations on the authority. 
 

Legal Risks; arising from breaches of 
legislation 

 
Environmental Risks: arising from 
unexpected adverse environmental impacts on 
the council’s delivery of services.   

  
Environmental Risks: arising from pollution, 
noise or the energy efficiency of on-going 
service operations 
 

 
Customer/Citizen Risks: arising from 
unexpected changes in the needs and 
expectations of the public. 

 
Partnership Risks: where projects or activities 
are at risk of not being delivered effectively to 
cost or on time because of the complexity of 
partnership working or failure of a partner in 
some aspects of delivery. 

 

Reputational Risks: threat to the 
organisation’s reputation and public perception 
of service including its efficiency and 
effectiveness 

 
 
Physical Risks: fire hazards, lack of security, 
inadequate health and safety measures, etc. 
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Appendix II 

 
 
 
 
 
The Risk Matrix  

 
 
 
 

L
IK

E
L

IH
O

O
D

 

Very 
High 

5 5 10 15 20 

High 4 4 8 12 16 

Medium 3 3 6 9 12 

Low 2 2 4 6 8 

Very 
Low 

1 1 2 3 4 

High Risk 1 2 3 4 

Medium Risk 
Negligible Significant Serious Critical 

Low Risk 

IMPACT 
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Guidance used for assessing Likelihood and Impact   Appendix II 

 

Likelihood: 

Rating Score  

Very High 5 

 
On the evidence and knowledge of officers and members it is almost 
certain that this issue will occur sometime within the next year.  The issue 
may have already occurred in previous years either at the council or 
elsewhere. 

High 4 
 
On the evidence and knowledge of officers and members it is very likely 
that this issue or event will occur in the coming year. 

Medium 3 
 
On the evidence and knowledge of officers and members the issue is 
more likely to occur than not in the coming year.  

Low 2 

 
On the evidence and knowledge of officers and members it is unlikely that 
this event will occur in the coming year.  Occurrences of this risk have 
occurred in the past but occurrences are very few and far between. 

Very Low 1 
 
On the evidence and knowledge of officers and members it is unlikely that 
this event would occur in either the coming year or in future years. 

 

Impact: 

Rating Score  

Critical 4 

 
The impact that the occurrence of this risk would have on the authority 
would threaten the council’s financial stability.  The delivery of service to 
the public could be affected either permanently or for a long duration and 
the council would be unable to achieve its key objectives.  There would 
be a seriously damaging impact on the council’s reputation through poor 
media coverage. 

Serious 3 

 
The financial impact on the authority would be serious although would not 
threaten the stability of the council’s financial position.  Services would 
experience disruption with the delivery of services being affected for a 
number of days.  Whilst the council’s objectives would be met there would 
be significant delays in achieving them.  The council would endure poor 
media coverage for a period of time affecting the council’s reputation 
which would take some time to recover from.  

Significant 2 

 
There would be a financial impact on the authority however this would be 
manageable within the council’s existing financial resources.  There may 
be disruption to services and possibly delays in achieving the council’s 
objectives.  There may be poor media coverage which could affect the 
council in the long term. 

Negligible 1 

 
There is little or no financial impact of the risk to the authority.  There 
would be no disruption to the delivery of the council’s key objectives or 
frontline services.  It is unlikely that this risk will impact on the council’s 
reputation  
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The roles and responsibilities of various key individuals and groups in relation to risk management  Appendix III 
 

Table (i) 
 

 
Cabinet & 
Members 

 
Finance & Audit 
Committee 

 
Management 
Team 

 
Service 
Managers 

 
Support 
Services 

 
Service 
Providers 

 
Risk 
Management 
Framework 
 

 
Review of the Risk 
Management 
Framework on an 
annual basis 

 
Provide independent 
assurance on the 
adequacy of the Risk 
Management 
Framework. 

 
Determine &  agree 
Risk Management  
Framework 

   
Provide advice &  
support 

  

 
Risk 
Management 
Strategy 
 

  
Review  the  Risk 
Management 
Strategy on an 
annual basis 

 
Review Risk 
Management Strategy 
prior to Cabinet Approval. 

 
Determine &  agree 
RM Strategy 

   
Provide advice &  
support 

  

 
Corporate 
Risk Register 

 
Determine & agree 
risks for inclusion in 
Corporate Risk 
register.                                  
Carry out Annual 
Review of the 
Corporate Risk 
Register. 

 
Identify risks for inclusion 
in Corporate Risk 
Register  
Review Corporate Risk 
Register prior to Cabinet 
Approval.  

 
Determine &  agree 
risks for inclusion in 
Corporate Risk 
Register  

  
Identify risks for 
inclusion in 
Corporate Risk 
Register 

 
Provide advice &  
support 

  

 
Service Risk 
Registers 

     
Agree risks for 
inclusion in Service 
Risk Registers                 
Carry out annual 
review of Service 
Risk Registers 

 
Determine  risks 
for inclusion in 
Service Risk 
Registers 

 
Provide advice &  
support 
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The roles and responsibilities of various key individuals and groups in relation to risk management                Appendix III  
 

Table (i)  
Cabinet & 
Members 

 
Finance & Audit 
Committee 

 
Management 
Team 

 
Service 
Managers 

 
Support 
Services 

 
Service 
Providers 

 
Step 1                                             
Risk 
Identification 

 
Identify Strategic 
Risks 

 
Discuss possible risks for 
inclusion in the revised 
risk register 

  
Identify Strategic &  
cross service risks 

 
Identify Strategic 
& Service risks  

 
Provide advice &  
support 

Maintain 
awareness of 
risks &  
feeding these 
into the formal 
processes 

 
Step 2                         
Risk Analysis 

 
Analyse likelihood & 
impact of  Strategic 
Risks 

   
Analyse likelihood 
& impact of 
Strategic & cross 
service risks.  

 
Analyse Strategic 
& Service risks 

 
Provide advice &  
support. 
Responsible for 
Core Functions of 
Risk 
Management. 

Maintain  
awareness of 
the impact & 
cost of risks & 
feeding 
information & 
data 
into the formal 
processes 

 
Step 3                           
Risk Profiling 

 
Profile Strategic 
Risks 

   
Profile Strategic &  
cross service risks 

 
Profile Strategic & 
Service risks 

 
Provide advice &  
support  

  

 
Step 4                              
Risk 
Prioritisation 

 
Prioritising Strategic 
Risks 

   
Prioritise Strategic 
&  cross service 
risks 

 
Prioritise Strategic 
& Service risks 

 
Provide advice &  
support  
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The roles and responsibilities of various key individuals and groups in relation to risk management                Appendix III 
 

Table (i)  
Cabinet & 
Members 

 
Finance & Audit 
Committee 

 
Management 
Team 

 
Service 
Managers 

 
Support 
Services 

 
Service 
Providers 

 
Step 5                       
Determining 
risk 
management 
Actions 

 
Determine actions  to 
transfer, tolerate, 
treat or terminate 
Strategic Risks 

   
Determine actions 
to transfer, tolerate, 
treat or terminate 
Strategic &  cross 
service risks 

 
Determine action 
on Strategic and 
service risks 
Delegate 
responsibility for 
control Ensure 
adequate service 
continuity plans 
are in place   

 
Provide advice &  
support  

  

 
Step 6                                   
Risk Control 

 
Determine control 
Actions 

   
Control risks by 
delegating 
responsibility   

 
Control Risks 
including those 
delegated by 
Management 
Team 

 
Provide advice &  
support, & control 
specific risk 
areas. 

 
Control risk in 
their jobs 

 
Step 7                                             
Monitoring &  
Progress/ 
Performance 
 Reporting 

   
Monitor the effective 
development & operation 
of risk management in 
the authority.  

 
Monitor progress 
on managing 
strategic & cross-
business risks &  
review the 
implementation of 
the Risk 
Management 
Framework, Risk 
Management 
Strategy &  Risk 
Management 
Process 

 
Monitor progress 
on managing risks  
Report to the 
departmental  
management 
team  

 
Provide advice &  
support  

 
Monitor 
progress on 
managing job 
related risks 
Report to the 
Service 
Manager  
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Appendix IV 
 
The annual risk management reporting programme 2022-2023 
  
        
Table (ii) 

January 2022 Management Team to discuss and review the Risks 
identified and included in the draft version of the 
Corporate Risk Register for 2022-2023 

14 February 2022 Finance & Audit Committee presented with the 
draft version of the 2022-2023 Risk Management 
Strategy and Corporate Risk Register. Copy to be 
sent to Corporate Performance Team. 

March 2022 Draft version of the 2022-2023 Risk Management 
Strategy (if necessary) and Corporate Risk Register 
presented at Chief Executive Briefing  for review 

21 March 2022 

 

Cabinet presented with the final version of the 2022-
2023 Risk Management Strategy and Corporate Risk 
Register  

12 April 2022 Council presented with Annual Report on Strategic 
Risk Management (including Risk Management 
Strategy) 

September 2022 Senior Officers are contacted and requested to 
provide progress information relating to risks 
recorded in the 2022-2023 Corporate Risk Register  

November  2022 Finance & Audit Committee presented with mid-
year risk report. F&A are required to review and 
discuss progress information and consider any new 
risks that have been identified for inclusion in the - 
2023-2024 Corporate Risk Register. 

December  2022 Senior Officers requested to carry out risk 
identification exercise and consider control actions to 
be implemented to manage identified risks.  
Development of the draft version of the Corporate 
Risk Register for 2023-2024 commences. 
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Gravesham Borough Council’s Corporate Risk Register is the result of an annual strategic risk management exercise that is conducted to identify, analyse and prioritise those risks that may affect the ability of the Council to 
achieve its corporate objectives.  Finance & Audit Committee have responsibility for monitoring the effective development and operation of risk management within the Council and reviewing the Corporate Risk Register prior 
to its submission to Cabinet for approval.  This document should be read in conjunction with the report in which the outcomes from the annual risk identification exercise are presented.  
The following matrix is utilised when assessing whether a risk is a high, medium or low risk for the Council to help determine which risks should be included in the Corporate Risk Register and which risks should be managed 
at departmental level:

The Risk Matrix

Very 
High 5 5 10 15 20

High 4 4 8 12 16

Medium 3 3 6 9 12

Low 2 2 4 6 8

Very 
Low 1 1 2 3 4

High Risk 1 2 3 4
Medium Risk

Low Risk Negligible Significant Serious Critical

LI
K

EL
IH

O
O

D

IMPACT

The Corporate Risks that have been assessed for 2022-2023.

1 Ongoing financial viability of the Council
2 Changes in national priorities and legislation-
3 Organisational capacity/ resilience
4 Cyberattack resulting in data breach or corruption of data
5 Investment Risk
6 Universal Credit
7 IT infrastructure is not updated to meet the needs of the organisation
8 Adoption and delivery of sound Local Plan

Likelihood
Rating Score

Very High 5 On the evidence and knowledge of officers and members it is almost certain that this 
issue will occur sometime within the next year.  The issue may have already occurred in 
previous years either at the Council or elsewhere.

High 4 On the evidence and knowledge of officers and members it is very likely that this issue 
or event will occur in the coming year.

Medium 3 On the evidence and knowledge of officers and members the issue is more likely to 
occur than not in the coming year. 

Low 2 On the evidence and knowledge of officers and members it is unlikely that this event will 
occur in the coming year.  Occurrences of this risk have occurred in the past but 
occurrences are very few and far between.

Very Low 1 On the evidence and knowledge that this event would occur in either the coming year or 
in future years.

Impact
Rating Score

Critical 4
The financial impact on the authority would critically threaten the Council’s financial 
stability.  The delivery of service to the public could be affected either permanently or for 
a long duration and the Council could not achieve its key objectives.  There would be a 
seriously damaging impact on the Council’s reputation through poor media coverage.

Serious 3

The financial impact on the authority would be serious although would not threaten the 
stability of the Council’s financial position.  Services would experience disruption with the 
delivery of services being affected for a number of days.  Whilst the Council’s objectives 
would be met there would be significant delays in achieving them.  The Council would 
endure poor media coverage for a period of time affecting the Council’s reputation which 
would take some time to recover from. 

Significant 2
There would be a financial impact on the authority however this would be manageable 
within the Council’s existing financial resources.  There may be disruption to services 
and possibly delays in achieving the Council’s objectives.  There may be poor media 
coverage which could affect the Council in the long term.

Negligible 1 There is little or no financial impact of the risk to the authority.  There would be no 
disruption to the delivery of the Council’s key objectives or frontline services.  It is 
unlikely that this risk will impact on the Council’s reputation.

The Risk Ongoing financial viability of the Council Risk No. 1
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Link to Corporate Objective # Progress

Assessment Date January 2022

Cabinet Portfolio Leader of the Executive (but affects all portfolios)

Risk Owner(s) Director (Corporate Services); Assistant Director (Corporate Services)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  4 Impact  3 Score  12 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Director (Corporate Services); Assistant Director (Corporate Services) March 2023

Trigger Consequences Mitigation / Control

Financial Challenges due to changes in government legislation and 
posed by the COVID-19 Pandemic, leading to increased financial 
pressure on the budget. 
Single year finance settlement for 2022/23 leaving uncertainty as to 
how local government will be funded in future years
Central Government Finance reforms have been put on hold (fair 
funding review, business rates retention and future of new homes 
bonus)

 Difficult decisions around funding of services and quality of 
services compromised

 Inability to plan effectively for future years. 
 Traditional income generating activity has reduced (such as car 

parking income and investment income) as a result of the 
COVID -19 Pandemic.

 Council not being able to meet its statutory obligations due to 
lack of funding

 Uncertainty of funding for the authority and for future projects
 Changes in legislation have a negative financial impact on the 

Council.
 Impact on minimum reserve limits.

 Effective Budget Monitoring 
 Medium Term Financial Strategy in place
 Ongoing monitoring of the Medium Term Financial Plan
 Monitoring of changes in legislation by officers.
 Model effects of any changes in legislation and application 

of these to the MTFP
 Responding to Government Consultations

Key corporate documents and processes in place  Medium Term Financial Strategy
 Medium Term Financial Plan
 Budget monitoring process
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The Risk Changes in national priorities and legislative change Risk No. 2
Link to Corporate Objective #People, #Place & #Progress

Assessment Date January 2022

Cabinet Portfolio All portfolios

Risk Owner(s) Chief Executive and Management Team

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  5 Impact  3 Score  15 Likelihood  4 Impact  3 Score  12

Lead Officer (s) Target Date

Chief Executive/ Management Team/Wider Management Team March 2023

Trigger Consequences Mitigation / Control

Changes in national priorities including National Significant 
Infrastructure Projects (NSIP).
Current proposals that affect the Borough are:

 Lower Thames Crossing (Gravesham)
 Thurrock Flexible Generation Plant (Tilbury)
 London Resort (Dartford, Gravesham)

Council may not have the necessary resources to deliver on key 
projects.
Projects may adversely affect local residents 

Circulation of monthly briefings to key officers
Working alongside other stakeholders and partner organisations 
to keep informed of developments such as:-

Local Government Association
District Councils Network
Kent Finance Officers Group
Kent Resilience Forum

Information sharing and gathering across all Council services
Change (s) in legislation / statutory duties imposed by Central 
Government such as

 Local Government Reform
 Levelling Up Agenda

Introduction of new statutory duties could
 Change the strategic direction of the Council
 Result in new statutory duties not being enacted leading to legal 

challenge
 Entail additional workloads for officers
 Move to an agile way, directing resources as required
 Increase scrutiny by members and the public
 change the way existing services are delivered
 increase financial pressures (discussed as part of risk 1)

Circulation of monthly briefings to key officers on proposed / new 
legislation
Effective business continuity planning
Regular updates to members on developments and potential 
changes in legislation
Preparation of workforce strategy
Co-ordination and sharing of information with other local 
authorities through various networks and forums.

Key corporate documents and processes in place  Corporate Plan 2019-2023
 Medium Term Financial Strategy
 Medium Term Financial Plan
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The Risk Organisational capacity/resilience Risk No. 3
Link to Corporate Objective #People

Assessment Date January 2022

Cabinet Portfolio Deputy Leader (but affects all portfolios)

Risk Owner(s) Chief Executive and Management Team

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  4 Impact  3 Score  12 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Laura Lowrey June/July 2022

Trigger Consequences Mitigation / Control

External opportunities of agile and home working in light of the COVID 
pandemic is making it difficult to recruit staff, especially those in 
specialist roles.  

Increase in turnover resulting with a reduction in staff,
Specialist roles remain vacant for prolonged periods of time, placing 
additional pressures on staff in service areas which may already 
have stretched resources.
Increased agency costs 
Services areas with reduced staff will suffer a greater impact

A Hybrid Working Policy was introduced from 1 November 2021 
giving office based staff the opportunity to work from home, 
depending on the needs of the service.   Initiatives that have been 
introduced to ensure the Council remains competitive in order to 
retain existing staff and attract potential employees include:

 Increased availability of training for (including qualification 
training).

 Revisiting and improving advert templates and reviewing 
where vacancies are advertised.  

 HR and Managers working closely to ensure career 
progression is available within services. 

The introduction of a Management Development Programme
Overstretched resources resulting with reduced staff motivation, low 
morale and increased sickness and stress levels.

Council will be required to provide additional help and support to 
overcome problems.

HR continue to monitor the levels of stress and sickness absence 
within the Council and support line managers. When appropriate 
staff will be referred to Occupational Health and the Employee 
Assistance Programme. Other initiatives  in order to support staff 
wellbeing that have been introduced and will continue, include:

 Undertaking periodic Wellbeing surveys amongst the 
workforce.  

 Reviewing the format of the joint staff forum to ensure the 
whole workforce is represented at the meetings and includes 
a wellbeing item on the agenda.

 Undertaking weekly Webinars that are run by the Council’s 
Employee Assistance Programme.

 Reviewing and promoting the role of the Councils Mental 
Health Champions.

Continuing Investors in People reviews next one due in April 2022.
Staff (especially office based) experiencing difficulties in adapting to 
remote working

Increase in organisational stress negatively impacting productivity 
and mental health and wellbeing.

All line managers undertook training in November 2021 on 
Leadership Behaviours for Managing and Motivating Hybrid Teams.
The Hybrid Working Policy provides office based staff the 
opportunity to adopt a better work life balance.
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Key corporate documents and processes in 
place

 Corporate Business Plan 2019-2023
 Workforce Development Plan
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The Risk Cyberattack resulting in data breach or corruption of data Risk No. 4
Link to Corporate Objective Progress

Deliver a more resilient, creative, cost effective Council
Digital innovation
Successfully manage key business risks

Assessment Date January 2022

Cabinet Portfolio Leader 

Risk Owner(s) Director (Corporate Services) 

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  4 Impact  4 Score  16 Likelihood  3 Impact  4 Score  12 Likelihood 2 Impact 4 Score 8

Lead Officer (s) Target Date
Assistant Director (Transformation & IT) November 2022

Trigger Consequences Mitigation / Control

Member of staff falls victim to phishing attack The login credentials used by a member of staff is stolen enabling an 
unauthorised user to access and modify data and systems used by that 
person. In the case of a user with access to privileged systems this may 
also enable administrative access and the ability to move laterally between 
systems. The ultimate consequence could be a cyber-attack resulting in a 
loss of access to Council systems and data.

 Cyber awareness training for staff
 Use of strong passwords
 Use of multifactor authentication
 Separation of administrative accounts from general 

user accounts
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Member of staff falls victim to “drive by download” A member of staff visits a website which has been poisoned with malware 
which automatically runs when the web page is viewed. The malware is 
able to access resources on the computer with the same level of access 
as the logged in user, or with elevated privileges if combined with 
additional vulnerabilities (such as unpatched software),  The ultimate 
consequence could be a cyber-attack resulting in a loss of access to 
Council systems and data.

 Use of web filtering software to control access to known 
high risk websites

 Use of antivirus software
 Use of non-administrative accounts when browsing the 

web
 Timely patching of software vulnerabilities
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Misconfiguration of IT Infrastructure results in a breach An item of IT infrastructure is accidentally configured in such a way that it 
allows exploitation by an external actor to carry out a cyber-attack resulting 
in a loss of access to Council systems and data

 Policies, processes, and procedures for configuration of 
IT infrastructure

 Staff training
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Brute force attack against IT infrastructure results in breach An attacker constantly attempts to gain access to Council systems via 
external infrastructure (web sites, email systems, vpn) in a systematic way 
with the hope of finding a vulnerability which will provide access to Council 
systems and data. Once access has been gained, the ultimate 
consequence could be a cyberattack resulting in a loss of access to 

 Regular review of IT defences (such as firewall rules 
and network configurations) to ensure they are 
operating effectively

 Regular scanning of IT infrastructure to identify what an 
attacker is able to see

P
age 56



Corporate Risk Register 2022-2023
Analysis of Risks

Page 7

Council systems and data.  Central recording of security incident logs which can 
identify when attacks happen

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Unpatched software vulnerability results in breach All software has the potential to have bugs and programming errors. 
Unpatched software means there are vulnerabilities in a program or code 
that the Council is aware of and will not or cannot fix. Bugs in software can 
be exploited to carry out tasks for which the software was not originally 
designed to perform, such as carrying out a cyber-attack.

 Only use software which is supported by the supplier
 Apply patches to software in a timely manner when 

notified by the supplier of a vulnerability
 In 2022 further systems and procedures will be 

explored for the automation of loading software patches 
to speed up the process and reduce the amount of time 
software is vulnerable

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Denial of service attack prevents IT systems from being used The Council’s internet connections is flooded with a high volume of 
meaningless data which prevent legitimate data from getting through. 
Access to Council services for staff and members of the public is 
prevented and the systems appear to be down.

 The Councils internet connection provided by KPSN 
features a high level of Distributed Denial of Service 
protection from JISC (the internet service provider)

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Ransomware attack steals and then deletes Council data A malicious actor who has gained a foothold within the Council IT 
infrastructure is able steal large volumes of data before destroying access 
to that data for the Council. Staff are not able to access their systems or 
data and provide their services.

 Regular backup of data to systems that have 
ransomware protection and immutable storage

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Key corporate documents and processes in place  Business Continuity Plans
 IT Security Policies
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The Risk Investment Risk Risk No. 5
Link to Corporate Objective #Progress

Assessment Date January 2022

Cabinet Portfolio Leader 

Risk Owner(s) Director (Corporate Services)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  3 Score  15 Likelihood  5 Impact  2 Score  10 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Director (Corporate Services), Assistant Director (Corporate Services) March 2023

Trigger Consequences Mitigation / Control

Investments do not perform as expected Investment income is reduced, negatively impacting on budget and the 
reputation of the Council which could impact on the delivery of services 
due to the loss of income.

External professional advice is sought on new investment activity 
such as from the Councils treasury management advisors and 
subjected to due diligence checks
Regular meetings with fund managers to ascertain how 
investments are performing.
Maintaining and reporting on the Council’s Treasury Management 
Strategy and Capital Strategy, which set out the criteria for 
investments
Regular updates to members and management team on 
investment performance.
Monitoring and review of treasury activity

Commercial property does not maintain the expected rental yield Reduction in income for the Council which could adversely affect the 
delivery of services due to lack of financial resources.

Close working between finance and property services to enable 
early identification of risks or opportunities to the Council’s 
investment portfolio.
Maintaining the commercial income protection reserve. Currently 
this reserve is set at 25% of annual commercial income.
Maintaining and reviewing the Property Acquisition Strategy and 
ensuring all commercial investments align with this strategy.
Development of a Commercial Income Dashboard.

Government intervention on investment activity for example potential 
changes to the Prudential Code and access to Public Works Loan 
Board (PWLB)

Council could be limited in its investment options going forward
Requirement to disinvest in some areas that are performing well to 
ensure compliance with the relevant codes and legislation.

Review of commercial property portfolio to ensure it is compliant 
with the Prudential Code and PWLB criteria.
Research other investment opportunities / income streams.

Key corporate documents and processes in place  Treasury Management Strategy
 Capital Strategy
 Property Acquisition Strategy
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The Risk Universal Credit Risk No. 6
Link to Corporate Objective 
Assessment Date January 2022

Cabinet Portfolio Performance & Administration

Risk Owner(s) Director (Corporate Services) and Service Manager (Revenues & Benefits)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  3 Score  15 Likelihood  3 Impact  2 Score  6 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Head of Revenues & Benefits; Assistant Revenues & Benefits Manager Ongoing

Trigger Consequences Mitigation / Control

Delay and uncertainty on Managed Migration of cases to Universal 
Credit (a number of delays announced by Department for Work and 
Pensions (DWP) – latest announcement stating that full roll-out 
delayed to September 2024)

Difficult to predict the resourcing requirements of the Benefits service Restructure of Revenues and Benefits Team undertaken January 
2022 – to be reviewed in 18-24 months

Drop in Housing Benefit cases as they migrate over to Universal 
Credit (UC) showing reduction in Council Tax Reduction (CTR) 
scheme cases

Those claimants who would be eligible for CTR not receiving a 
reduction on their Council tax account.

Rise in level of corporate debt specifically 
 Council Tax arrears, costs incurred due to court action and 

enforcement agent charges
 Rent arrears as payments made directly to the tenant, rather 

than direct to the rent account 

Increase in evictions/homelessness

Claimants suffer financial hardship

Use of Low Income Family Tracker (LIFT) application so more 
data intelligence available to identify, and engage with claimants 
where

 claims have ‘dropped off’ due to migration (or new claims) 
to UC

 claimants moving into financial crisis due to benefit 
changes / pandemic 

Proposed change to 2022-23 CTR scheme to accept a claim for 
UC as a claim for CTR

Liaison has continued despite the Covid-19 pandemic although 
remotely. Caseload & workload is closely monitored and reported 
monthly to management and Portfolio Holder. There has been 
significant benefit changes with good regular update bulletins. 
Job shadowing temporarily suspended due to the pandemic but 
will be resurrected as soon as practicable.

Decrease in Housing Benefit caseload but increase Universal Credit 
workload for service

May affect turnaround times thereby directly affecting claimants 
including vulnerable claimants

Recent restructure of service to build in anticipated resilience 
requirements.

Proposed banded CTR scheme for 2022-2023 will reduce 
number of changes which would in the past have affected claim 
amount
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Trigger Consequences Mitigation / Control
Significant changes to the benefit system Delays in assessment of benefit claims

Complex changes requiring both legislative and systems knowledge
Maintain briefing arrangements for members and staff and 
provide regular updates of any changes.
Creation of a Service Change team within Revenues and Benefits 
to ensure  staff training, policy changes , system testing/upgrades

Continue signposting for claimants and potential claimants  – 
working closely with Job Centre Plus

Social Media messaging and website maintenance to ensure key 
messaging.

Key corporate documents and processes in 
place

 Service Plan
 Exceptional Hardship Policy
 Monthly reporting (to Senior Management and Portfolio Holder) of key performance indicators including caseload, speed of assessment, 

amount of Discretionary Hardship payment made, Council tax collection
 Quarterly performance report to Performance and Administration cabinet committee

P
age 60



Corporate Risk Register 2022-2023
Analysis of Risks

Page 11

The Risk IT Infrastructure is not updated to meet the needs of the organisation Risk No. 7
Link to Corporate Objective Progress

Deliver a more resilient, creative, cost effective Council
Digital innovation
Successfully manage key business risks

Assessment Date January 2022

Cabinet Portfolio Leader

Risk Owner(s) Director (Corporate Services) 

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  3 Impact  3 Score  9 Likelihood  2 Impact  1 Score  2

Lead Officer (s) Target Date
Assistant Director (Transformation & IT August 2022

Trigger Consequences Mitigation / Control

Staff are unable to use IT facilities to effectively deliver their services  The Council is unable to deliver the commitments made in the 
Corporate Plan

 Staff are unable to work effectively (or work at all)
 Services (including those to the public) are either delayed or not 

delivered at all
 Loss of revenue due to lack of quality monitoring data
 Low job satisfaction amongst staff resulting in retention issues

 Effective Digital & IT strategy (to be published August 
2022)

 Effective Business Plan for Digital & IT Services
 Adequate investment identified for IT infrastructure
 Technical training for IT Staff
 Proactive contract monitoring is an area of improvement 

identified within the SOCITM review for implementation in 
2022/23

The public are unable to access IT facilities effectively in order to do 
business with the Council

 Low satisfaction with services delivered by the Council
 An increase in complaints
 Those most vulnerable and dependent upon our services are 

put at risk

 Effective Digital & IT strategy
 Effective Business Plan for Digital & IT Services
 Adequate investment identified for IT infrastructure
 Technical training for IT Staff
 Proactive contract monitoring is an area of improvement 

identified within the SOCITM review for implementation in 
2022/23

Use of outdated IT infrastructure presents a cyber-risk if the software 
is unpatchable

 A cyberattack can have far reaching consequences, including 
the theft and destruction of Council data which would prevent 
the Council being able to deliver its services for a protracted 
period

 Keep software and IT infrastructure up to date
 Do not use unsupported software and IT infrastructure
 Implement relevant security policies
 Implement relevant technical controls
 Maintain staff training and cyber awareness

Digital innovation not keeping up with current digital trends  Customers expect to be able to interact with the Council 24/7 
and at a time that suits them. If we don’t invest in the digital 
infrastructure and software, we risk falling behind customer 
demand.

 Investment in cloud infrastructure and continue to adopt a 
cloud first approach to software and hardware 
procurement

Key corporate documents and processes in place Corporate Plan
Business Plan (Digital and IT Services)
Digital and IT Strategy
IT Security Policies
Business Continuity Plans
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The Risk Adoption and delivery of a sound Local Plan Risk No. 8
Link to Corporate Objective #Place

Assessment Date January 2022

Cabinet Portfolio Cllr Sullivan

Risk Owner(s) Director of Environment, Assistant Director (Planning)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood 4 Impact  4 Score  16 Likelihood  3 Impact  3 Score  9 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Service Manager (Planning) Assistant Director (Planning) December 2023

Trigger Consequences Mitigation / Control

Local Plan is not up-to-date and not underpinned by a robust evidence 
base

 Local Planning Authorities (LPAs) are required to have an up to 
date local plan in place by the end of 2023 or face government 
sanction / intervention

 If Government intervention:
o Reputational damage to the Council 
o The potential imposition of unwanted planning policies, 

causing an inability to deliver upon the Council’s that are 
dependent on the Local Plan

 Council less able to protect the Borough from inappropriate or poor 
quality development

 Service has taken up the offer of a PAS Local Plan Gateway 
Review which is an independent assessment of the risks and 
opportunities faced.

 The Local Plan is supported by a detailed project timetable / 
project plan that is used to control and manage the process, 
so far as that is possible and that this is periodically presented 
to Management Team for management update/monitoring 
purposes.

Council is unable to identify a five-year land supply and fails the 
Government’s Housing Delivery Test

 Where Councils’ cannot demonstrate a five year supply, national 
planning policy, rather than policies in a Local Plan have greater 
influence in decision making 

 National policy states there should be a “presumption in favour of 
sustainable development” for housing. This means that if a site can 
be considered to deliver ‘sustainable development’ then planning 
permission could be granted, even if there is no support from the 
Council for housing in that location or the site sits outside the Local 
Plan. 

 Councils have less ‘control’ over where new homes are built: 
 May have to recommend approval of applications for sites 

they have not allocated 
 Increase in rejected proposals approved at appeal.

 Production of Housing Delivery Action Plan and 
implementation of the interventions identified within it

Key corporate documents and processes in place Housing Delivery Action Plan
Local Development Scheme
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Gravesham Borough Council’s Corporate Risk Register is the result of a strategic risk 
management exercise conducted annually to identify, analyse and prioritise those risks that 
may affect the ability of the council to achieve its corporate objectives.  Key risks facing the 
council are identified through discussion with Cabinet Members, Finance and Audit 
Committee Members, Members, Directors, Assistant Directors, Service Managers and other 
senior managers

The risk management exercise establishes the severity of risks through the utilisation of the 
risk matrix below. The risk matrix is used to establish the inherent risk score, the residual 
risk score and the target risk score.

The Inherent Risk – The severity of the risk is determined before any controls have been 
introduced to reduce or mitigate the risk. 

The Residual Risk – The severity of the risk is determined after implementation of controls 
that reduce or mitigate the risk. The “residual” risk position is effectively the “tolerable” risk 
position which the Council is willing to operate given current constraints. It balances the 
funding position with objectives outlined in the councils Corporate Plan. 

The Target Risk – This is the “Optimal” risk position which the Council aims to reach 
through a combination of both improvements in existing controls and the introduction of new 
ones. This is informed by the Councils objectives detailed in the Corporate Plan.

The Risk Matrix

Very 
High 5 5 10 15 20

High 4 4 8 12 16

Medium 3 3 6 9 12

Low 2 2 4 6 8

Very 
Low 1 1 2 3 4

High Risk 1 2 3 4
Medium Risk

Low Risk Negligible Significant Serious Critical

LI
K

EL
IH

O
O

D

IMPACT
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Guidance used for assessing Likelihood and Impact

Likelihood:
Rating Score

Very High 5
On the evidence and knowledge of officers and members it is 
almost certain that this issue will occur sometime within the next 
year.  The issue may have already occurred in previous years 
either at the council or elsewhere.

High 4 On the evidence and knowledge of officers and members it is very 
likely that this issue or event will occur in the coming year.

Medium 3 On the evidence and knowledge of officers and members the issue 
is more likely to occur than not in the coming year. 

Low 2
On the evidence and knowledge of officers and members it is 
unlikely that this event will occur in the coming year.  Occurrences 
of this risk have occurred in the past but occurrences are very few 
and far between.

Very Low 1 On the evidence and knowledge that this event would occur in 
either the coming year or in future years.

Impact:
Rating Score

Critical 4

The financial impact on the authority would threaten the council’s 
financial stability.  The delivery of service to the public could be 
affected either permanently or for a long duration and the council 
could not achieve its key objectives.  There would be a seriously 
damaging impact on the council’s reputation through poor media 
coverage.

Serious 3

The financial impact on the authority would be significant although 
would not threaten the stability of the councils financial position.  
Services would experience disruption with the delivery of services 
being affected for a number of days.  Whilst the council’s 
objectives would be met there would be significant delays in 
achieving them.  The council would endure poor media coverage 
for a period of time affecting the council’s reputation which would 
take some time to recover from. 

Significant 2
There may be financial impact on the authority and/or the cost of 
mitigating the risk could exceed the financial implications of the risk 
there may be disruption to services and possibly delays in 
achieving the council’s objectives.  There may be poor media 
coverage, which could affect the council in the long term.

Negligible 1
There is little or no financial impact of the risk to the authority.  
There would be no disruption to the delivery of the council’s key 
objectives or frontline services.  
There is no risk of this risk impacting on the councils reputation 
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All risks identified for 2022-2023 and their assessments are summarised in the table below 
and plotted in the Heat Map: 

Risk Ref Risk Description
Inherent 

Risk
Residual 

Risk
Target 

Risk 
1 On-going financial viability of the council 20 12 9
2 Changes in national priorities and legislation 20 15 12
3 Organisational capacity/resilience 20 12 9
4 Cyberattack resulting in data breach or corruption of data 16 12 8
5 Investment risk 15 10 9
6 Universal Credit 15 6 9
7 IT Infrastructure is not updated to meet the needs of the organisation 20 9 2
8 Adoption and delivery of sound Local Plan 16 9 9

The risks that have generated a “High Risk” score can be seen coloured in red and these 
have therefore been included in the 2022-2023 Corporate Risk Register.

Risk Heat Map (Residual Risk)

Very High 5 5 2
High 4 1,3,

Medium 3 7,8 4
Low 2 6

Very Low 1
1 2 3 4

Negligible Significant Serious Critical 

LI
KE

LI
HO

O
D

Hig Risk
Medium Risk

Low Risk IMPACT

Given that the council works in an ever-changing environment it will be necessary to 
conduct similar risk management exercises on a periodic basis.  Progress against 
management actions recorded in the register will be reviewed on a six-monthly basis by the 
Finance and Audit Committee.   

As a contribution to good corporate governance, risk management also forms a part of the 
annual business planning process – each departmental business plan has a specific service 
risk register to identify the key risks facing that service.  This reinforces the corporate risk 
management approach through each Service Manager giving proper formal consideration to 
both corporate and operational risks.

Page 66



The Risk Ongoing financial viability of the Council Risk No. 1
Link to Corporate Objective # Progress An entrepreneurial authority; commercial in outlook and committed to continuous service improvement, underpinned by a skilled 

workforce and strong governance environment

Assessment Date January 2022

Cabinet Portfolio Leader of the Executive (but affects all portfolios)

Risk Owner(s) Director (Corporate Services); Assistant Director (Corporate Services)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  4 Impact  3 Score  12 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Director (Corporate Services); Assistant Director (Corporate Services) March 2023

Trigger Consequences Mitigation / Control

Financial Challenges due to changes in government legislation and 
posed by the COVID-19 Pandemic, leading to increased financial 
pressure on the budget. 
Single year finance settlement for 2022/23 leaving uncertainty as to 
how local government will be funded in future years
Central Government Finance reforms have been put on hold (fair 
funding review, business rates retention and future of new homes 
bonus)

 Difficult decisions around funding of services and quality of 
services compromised

 Inability to plan effectively for future years. 
 Traditional income generating activity has reduced (such as car 

parking income and investment income) as a result of the 
COVID -19 Pandemic.

 Council not being able to meet its statutory obligations due to 
lack of funding

 Uncertainty of funding for the authority and for future projects
 Changes in legislation have a negative financial impact on the 

Council.
 Impact on minimum reserve limits.

 Effective Budget Monitoring 
 Medium Term Financial Strategy in place
 Ongoing monitoring of the Medium Term Financial Plan
 Monitoring of changes in legislation by officers.
 Model effects of any changes in legislation and application 

of these to the MTFP
 Responding to Government Consultations

Key corporate documents and processes in place  Medium Term Financial Strategy
 Medium Term Financial Plan
 Budget monitoring process
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The Risk Changes in national priorities and legislative change Risk No. 2
Link to Corporate Objective #People: a proud community; where residents can call a safe, clean and attractive borough their home.

#2 Place: a dynamic borough; defined by a vibrant and productive local economy taking advantage of growth in the area, supported by its 
strong and active community.

#3 Progress: an entrepreneurial authority; commercial in outlook and committed to continuous service improvement, underpinned by a 
skilled workforce and strong governance environment.

Assessment Date January 2022

Cabinet Portfolio All portfolios

Risk Owner(s) Chief Executive and Management Team

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  5 Impact  3 Score  15 Likelihood  4 Impact  3 Score  12

Lead Officer (s) Target Date

Chief Executive/ Management Team/Wider Management Team March 2023

Trigger Consequences Mitigation / Control

Changes in national priorities including National Significant 
Infrastructure Projects (NSIP).
Current proposals that affect the Borough are:

 Lower Thames Crossing (Gravesham)
 Thurrock Flexible Generation Plant (Tilbury)
 London Resort (Dartford, Gravesham)

Council may not have the necessary resources to deliver on key 
projects.
Projects may adversely affect local residents 

Circulation of monthly briefings to key officers
Working alongside other stakeholders and partner organisations 
to keep informed of developments such as:-

Local Government Association
District Councils Network
Kent Finance Officers Group
Kent Resilience Forum

Information sharing and gathering across all Council services
Change (s) in legislation / statutory duties imposed by Central 
Government such as

 Local Government Reform
 Levelling Up Agenda

Introduction of new statutory duties could
 Change the strategic direction of the Council
 Result in new statutory duties not being enacted leading to legal 

challenge
 Entail additional workloads for officers
 Move to an agile way, directing resources as required
 Increase scrutiny by members and the public
 change the way existing services are delivered
 increase financial pressures (discussed as part of risk 1)

Circulation of monthly briefings to key officers on proposed / new 
legislation
Effective business continuity planning
Regular updates to members on developments and potential 
changes in legislation
Preparation of workforce strategy
Co-ordination and sharing of information with other local 
authorities through various networks and forums.

Key corporate documents and processes in place  Corporate Plan 2019-2023
 Medium Term Financial Strategy
 Medium Term Financial Plan
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The Risk Organisational capacity/resilience Risk No. 3
Link to Corporate Objective #People: a proud community; where residents can call a safe, clean and attractive borough their home.

Assessment Date January 2022

Cabinet Portfolio Deputy Leader (but affects all portfolios)

Risk Owner(s) Chief Executive and Management Team

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  4 Score  20 Likelihood  4 Impact  3 Score  12 Likelihood  3 Impact  3 Score  9

Lead Officer (s) Target Date
Laura Lowrey June/July 2022

Trigger Consequences Mitigation / Control

External opportunities of agile and home working in light of the COVID 
pandemic is making it difficult to recruit staff, especially those in 
specialist roles.  

Increase in turnover resulting with a reduction in staff,
Specialist roles remain vacant for prolonged periods of time, placing 
additional pressures on staff in service areas which may already 
have stretched resources.
Increased agency costs 
Services areas with reduced staff will suffer a greater impact

A Hybrid Working Policy was introduced from 1 November 2021 
giving office based staff the opportunity to work from home, 
depending on the needs of the service.   Initiatives that have been 
introduced to ensure the Council remains competitive in order to 
retain existing staff and attract potential employees include:

 Increased availability of training for (including qualification 
training).

 Revisiting and improving advert templates and reviewing 
where vacancies are advertised.  

 HR and Managers working closely to ensure career 
progression is available within services. 

 The introduction of a Management Development Programme
Overstretched resources resulting with reduced staff motivation, low 
morale and increased sickness and stress levels.

Council will be required to provide additional help and support to 
overcome problems.

HR continue to monitor the levels of stress and sickness absence 
within the Council and support line managers. When appropriate 
staff will be referred to Occupational Health and the Employee 
Assistance Programme. Other initiatives  in order to support staff 
wellbeing that have been introduced and will continue, include:

 Undertaking periodic Wellbeing surveys amongst the 
workforce.  

 Reviewing the format of the joint staff forum to ensure the 
whole workforce is represented at the meetings and includes 
a wellbeing item on the agenda.

 Undertaking weekly Webinars that are run by the Council’s 
Employee Assistance Programme.

 Reviewing and promoting the role of the Councils Mental 
Health Champions.

 Continuing Investors in People reviews next one due in April 
2022.

Staff (especially office based) experiencing difficulties in adapting to 
remote working

Increase in organisational stress negatively impacting productivity 
and mental health and wellbeing.

All line managers undertook training in November 2021 on 
Leadership Behaviours for Managing and Motivating Hybrid Teams.
The Hybrid Working Policy provides office based staff the 
opportunity to adopt a better work life balance.
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Key corporate documents and processes in 
place

 Corporate Business Plan 2019-2023
 Workforce Development Plan
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The Risk Cyberattack resulting in data breach or corruption of data Risk No. 4
Link to Corporate Objective #3 Progress: an entrepreneurial authority; commercial in outlook and committed to continuous service improvement, underpinned by a 

skilled workforce and strong governance environment
Deliver a more resilient, creative, cost effective Council
Digital innovation
Successfully manage key business risks

Assessment Date January 2022

Cabinet Portfolio Leader 

Risk Owner(s) Director (Corporate Services) 

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  4 Impact  4 Score  16 Likelihood  3 Impact  4 Score  12 Likelihood 2 Impact 4 Score 8

Lead Officer (s) Target Date
Assistant Director (Transformation & IT) November 2022

Trigger Consequences Mitigation / Control

Member of staff falls victim to phishing attack The login credentials used by a member of staff is stolen enabling an 
unauthorised user to access and modify data and systems used by that 
person. In the case of a user with access to privileged systems this may 
also enable administrative access and the ability to move laterally between 
systems. The ultimate consequence could be a cyber-attack resulting in a 
loss of access to Council systems and data.

 Cyber awareness training for staff
 Use of strong passwords
 Use of multifactor authentication
 Separation of administrative accounts from general 

user accounts
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Member of staff falls victim to “drive by download” A member of staff visits a website which has been poisoned with malware 
which automatically runs when the web page is viewed. The malware is 
able to access resources on the computer with the same level of access 
as the logged in user, or with elevated privileges if combined with 
additional vulnerabilities (such as unpatched software),  The ultimate 
consequence could be a cyber-attack resulting in a loss of access to 
Council systems and data.

 Use of web filtering software to control access to known 
high risk websites

 Use of antivirus software
 Use of non-administrative accounts when browsing the 

web
 Timely patching of software vulnerabilities
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Misconfiguration of IT Infrastructure results in a breach An item of IT infrastructure is accidentally configured in such a way that it 
allows exploitation by an external actor to carry out a cyber-attack resulting 
in a loss of access to Council systems and data

 Policies, processes, and procedures for configuration of 
IT infrastructure

 Staff training
 In 2022 a dedicated IT Security Officer post will be 

established which will coordinate all IT security activity 
across the Council and improve our security posture

Brute force attack against IT infrastructure results in breach An attacker constantly attempts to gain access to Council systems via 
external infrastructure (web sites, email systems, vpn) in a systematic way 
with the hope of finding a vulnerability which will provide access to Council 

 Regular review of IT defences (such as firewall rules 
and network configurations) to ensure they are 
operating effectively
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systems and data. Once access has been gained, the ultimate 
consequence could be a cyberattack resulting in a loss of access to 
Council systems and data.

 Regular scanning of IT infrastructure to identify what an 
attacker is able to see

 Central recording of security incident logs which can 
identify when attacks happen

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Unpatched software vulnerability results in breach All software has the potential to have bugs and programming errors. 
Unpatched software means there are vulnerabilities in a program or code 
that the Council is aware of and will not or cannot fix. Bugs in software can 
be exploited to carry out tasks for which the software was not originally 
designed to perform, such as carrying out a cyber-attack.

 Only use software which is supported by the supplier
 Apply patches to software in a timely manner when 

notified by the supplier of a vulnerability
 In 2022 further systems and procedures will be 

explored for the automation of loading software patches 
to speed up the process and reduce the amount of time 
software is vulnerable

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Denial of service attack prevents IT systems from being used The Council’s internet connections is flooded with a high volume of 
meaningless data which prevent legitimate data from getting through. 
Access to Council services for staff and members of the public is 
prevented and the systems appear to be down.

 The Councils internet connection provided by KPSN 
features a high level of Distributed Denial of Service 
protection from JISC (the internet service provider)

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Ransomware attack steals and then deletes Council data A malicious actor who has gained a foothold within the Council IT 
infrastructure is able steal large volumes of data before destroying access 
to that data for the Council. Staff are not able to access their systems or 
data and provide their services.

 Regular backup of data to systems that have 
ransomware protection and immutable storage

 In 2022 a Security Operations Centre managed service 
will be explored in order to provide 24/7 proactive 
monitoring of our IT environment and highlighting any 
risks for further action on immediate identification

 In 2022 a dedicated IT Security Officer post will be 
established which will coordinate all IT security activity 
across the Council and improve our security posture

Key corporate documents and processes in place  Business Continuity Plans
 IT Security Policies
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The Risk Investment Risk Risk No. 5
Link to Corporate Objective #3 Progress: an entrepreneurial authority; commercial in outlook and committed to continuous service improvement, underpinned by a 

skilled workforce and strong governance environment

Assessment Date January 2022

Cabinet Portfolio Leader 

Risk Owner(s) Director (Corporate Services)

INHERENT RISK SCORE RESIDUAL RISK SCORE TARGET  RISK SCORE
Likelihood  5 Impact  3 Score  15 Likelihood  5 Impact  2 Score  10 Likelihood  3 Impact  3 Score 9

Lead Officer (s) Target Date
Director (Corporate Services), Assistant Director (Corporate Services) March 2023

Trigger Consequences Mitigation / Control

Investments do not perform as expected Investment income is reduced, negatively impacting on budget and the 
reputation of the Council which could impact on the delivery of services 
due to the loss of income.

External professional advice is sought on new investment activity 
such as from the Councils treasury management advisors and 
subjected to due diligence checks
Regular meetings with fund managers to ascertain how 
investments are performing.
Maintaining and reporting on the Council’s Treasury Management 
Strategy and Capital Strategy, which set out the criteria for 
investments
Regular updates to members and management team on 
investment performance.
Monitoring and review of treasury activity

Commercial property does not maintain the expected rental yield Reduction in income for the Council which could adversely affect the 
delivery of services due to lack of financial resources.

Close working between finance and property services to enable 
early identification of risks or opportunities to the Council’s 
investment portfolio.
Maintaining the commercial income protection reserve. Currently 
this reserve is set at 25% of annual commercial income.
Maintaining and reviewing the Property Acquisition Strategy and 
ensuring all commercial investments align with this strategy.
Development of a Commercial Income Dashboard.

Government intervention on investment activity for example potential 
changes to the Prudential Code and access to Public Works Loan 
Board (PWLB)

Council could be limited in its investment options going forward
Requirement to disinvest in some areas that are performing well to 
ensure compliance with the relevant codes and legislation.

Review of commercial property portfolio to ensure it is compliant 
with the Prudential Code and PWLB criteria.
Research other investment opportunities / income streams.

Key corporate documents and processes in place  Treasury Management Strategy
 Capital Strategy
 Property Acquisition Strategy
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance & Audit Committee

Date: 8th March 2022

Reporting officer: Lisa Nyon, Assistant Director (Corporate Services)

Subject: CIPFA Financial Management Code 

Purpose and summary of report: 
The purpose of the report is to provide Members with an overview of the Chartered 
Institute of Public Finance Accountants (CIPFA) Financial Management Code 2019, 
along with an annual self-assessment that was undertaken in February 2022 to 
identify compliance and areas for further consideration.

Recommendations:
The Finance and Audit Committee are requested to note:
• The findings of the annual self-assessment

Key Implications:

Item Implications
Legal Local government finance in the UK is governed by primary 

legislation, regulation and professional standards as supported 
by statutory provision.  The general financial management of a 
local authority, however, has not previously been supported 
by a professional code.
Whilst not a legal requirement, the FM Code is designed to 
support good practice in financial management and assist 
local authorities in demonstrating their financial sustainability.

Finance and Value for 
Money The code sets out guidance to support sound financial decision 

making and specifically, the first element of the code looks to 
ensure:

The leadership team is able to demonstrate that the services 
provided by the authority provide value for money.

Compliance with the code will support the financial and value 
for money decision making of the authority.

Corporate Plan This report supports delivery of objective #3 – Progress – in the 
Corporate Plan and specifically the following aims:
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- A financially innovative council
- Sound financial management
Drive service improvement and corporate governance

Climate Change There are no climate change implications resulting from this 
report 

1. Introduction

1.1 In October 2019, The Chartered Institute of Public Finance Accountants (CIPFA) 
issued a new code, which sets out a standard of financial management for local 
authorities. The Financial Management Code (FM Code) states that local 
authorities should be working towards compliance with the code during 2020/21 
with the view to full compliance by the end of the financial year 2021/22.

1.2 The Financial Management Code (FM Code) is designed to support good practice 
in financial management and to assist local authorities in demonstrating their 
financial sustainability. For the first time the FM Code sets out the standards of 
financial management for local authorities. 

1.3 The FM Code requires authorities to demonstrate that the processes they have in 
place satisfy the principles of good financial management, which is an essential 
part of ensuring that public sector finances are sustainable.

1.4 Last year the Finance and Audit Committee received an initial assessment that 
was presented at the March 2021 Committee. This was then followed by an 
update presented at the Finance and Audit Committee in November 2021, which 
demonstrated that the Council was fully compliant with the standard.

1.5 Appendix one sets out the annual self-assessment against the financial 
management standards, undertaken by the Finance team and details how 
compliant the council is against the requirements of this code.  It also highlights 
any areas that may need improvement to ensure full compliance.

2. Assessment

2.1 The FM Code consists of 17 financial management standards grouped into 6 
categories:
2.1.1 Organisational leadership – demonstrating a clear strategic direction 

based on a vision in which financial management is embedded into 
organisational culture.

2.1.2 Accountability – based on medium-term financial planning that drives the 
annual budget process supported by effective risk management, quality 
supporting data and whole life costs.

2.1.3 Financial management is undertaken with transparency at its core using 
consistent, meaningful and understandable data, reported frequently with 
evidence of periodic officer action and elected member decision making.

2.1.4 Adherence to professional standards is promoted by the leadership 
team and is evidenced.

2.1.5 Sources of assurance are recognised as an effective tool mainstreamed 
into financial management, including political scrutiny and the results of 
external audit, internal audit and inspection.
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2.1.6 The long-term sustainability of local services is at the heart of all 
financial management processes and is evidenced by prudent use of 
public resources.

2.2 In assessing compliance with the code the following criteria, set out in the table 
below has been applied using a RAG rating format:

RAG Rating Number of 
Standards

Definition

RED 0 Significant improvements are required to 
comply with the code

AMBER 0 Moderate improvements are required to 
comply with the code

GREEN 17 Compliant / Minor improvements are required 
to comply with the code

2.3 It is pleasing to note that the self-assessment conducted during February 2022 
concludes that there are no significant improvements to be made. 

3. Future reporting

3.1 The FM Code states that:
“CIPFA considers application of the FM Code to be a collective responsibility of 
each authority’s organisational leadership team”

The leadership team is defined as elected Members, the Chief Finance Officer 
(CFO) and their professional colleagues in the leadership team

3.2 In order to ensure that the leadership team of the council is fully advised on the 
code, this annual assessment has been presented to the council’s Management 
Team.  The outcomes of the annual self-assessment will also be reported to the 
Finance & Audit Committee for information.

4. Background papers

4.1 Background papers pertaining got this report are held by the Assistant Director 
(Corporate Services).  Anyone wishing to inspect background papers should, in 
the first place, be directed to Committee & Electoral Services who will make the 
necessary arrangements

.
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Secondary Implications

Risk Assessment Compliance with the FM Code will mitigate any potential risks in respect of financial 
management and financial decision-making.

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
No

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder There are no crime and disorder implications resulting from this report.

Digital and website 
implications

There are no digital and website implications resulting from this report.

Safeguarding 
children and 
vulnerable adults

There are no safeguarding children and vulnerable adults implications resulting 
from this report.
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Appendix 1 - CIPFA – Financial Management Code
Self-Assessment February 2022

FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

LEADERSHIP         Overall Assessment - GREEN

A. The leadership team is 
able to demonstrate that 
the services provided by 
the authority provide 
value for money

 The Management Team of the Council includes senior 
representatives from a variety of disciplines, including the 
Chief Executive, S151 Officer, Deputy Monitoring Officer and 
Directors.

 Business cases proposals are brought to Management Team 
for discussion and challenge.

 Key financial decisions are discussed collectively at 
Management Team and with respective elective members 
through informal briefings and at Cabinet and Full Council.  
The advice of the CFO is taken into account in decision-
making.

 All reports to both Management Team and Committees are 
expected to be shared with Financial Services prior to wider 
consideration so that timely advice on financial considerations 
can be given.  Such reports include a section for 
consideration of Finance & Value for Money implications.

 The Constitution, incorporating the Financial Procedure Rules 
and Contract Procedure Rules set out the framework for 
financial decision-making, arrangement for financial 
management and control, tendering processes and decision 
making for contracts.  Contracts are monitored.

GREEN
 External Auditors have yet to give their 

opinion on VFM aspects in respect of 
the 2019-20 and 2020-21 financial 
accounts. P
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FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

 A robust monthly budget monitoring process is in place, which 
provides regular updates to Management Team in terms of 
compliance with the budget monitoring requirements.  This is 
supported by quarterly budget monitoring reports to the 
Cabinet and Finance & Audit Committee which are discussed 
and challenged in the public arena.

 The council has effective internal audit and risk management 
functions, with reporting to Senior Management and 
Members.

 The council has in place a Finance & Audit Committee to 
provide robust challenge and scrutiny to the council’s financial 
management and risk and governance processes, or ensure 
best use of public funds.

 External Audit assessment of VFM as part of the financial 
statements which is formally reported to the Finance & Audit 
Committee.

 Arrangements in place to formally consider significant 
partnerships and shared service arrangements.
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FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

B. The authority complies 
with the CIPFA 
Statement on the Role of 
the Chief Finance Officer 
in Local Government.

 The council has a qualified and experienced S151 officer in 
place as specified in this CIPFA statement.

 The CFO is part of the Management Team to enable advice 
to be given at a strategic level.  Financial proposals are 
considered collectively and then discussed with Elected 
Members as appropriate.  The advice of the CFO is taken into 
account in decision-making.

 The CFO is available to all Members to give advice on 
financial matters relating to the Council.

 The review of the council’s Annual Governance Statement 
(AGS) includes a specific statement from the S151 Officer 
confirming the actions that they take in order to comply with 
the CIPFA Statement on the Role of the Chief Finance Officer 
in Local Government

GREEN
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FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

O. The leadership team 
monitors the elements of 
its balance sheet that 
pose a significant risk to 
its financial sustainability

 The council has a Treasury Management Strategy in place, 
performance against which is monitored on a regular basis 
through updates to the Finance & Audit Committee, as 
stipulated by reporting requirements in this area.

 Financial monitoring statements are provided to the council’s 
senior management team on a monthly basis along with the 
council’s Management Team and Members on a quarterly 
basis.  The quarterly reports provide a narrative to identify any 
areas of concern.

 MT considers financial information on key areas on a periodic 
basis.

 The Corporate Risk register for the council includes a specific 
risk around the ongoing financial viability and investment risk 
to the council which includes specific activities that are 
undertaken to manage and monitor this risk.

GREEN
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FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

ACCOUNTABILITY         Overall Assessment - GREEN
D The authority applies the 
CIPFA/SOLACE Delivering 
Good Governance in Local 
Government Framework 
(2016).

 Internal control framework assessed annually as part of the 
Internal Audit annual opinion which is reported to the Finance 
& Audit Committee.  This also forms part of the council’s 
overall assessment of Governance and is published alongside 
the Annual Governance Statement.  An action plan is 
produced to respond to any weaknesses in or opportunities to 
further enhance control arrangements.

 A robust framework is in place through the Annual 
Governance Statement which assesses the council’s approach 
to governance against the CIPFA standards on an annual 
basis.

 Statutory Monitoring Officer in place supported by the 
committee framework.  

 Committees are supported by the democratic services team 
who provide administrative and secretariat support.

GREEN

P The Chief Finance Officer 
has personal and statutory 
responsibility for ensuring 
that the statement of 
accounts produced by the 
local authority complies 
with the reporting 
requirements of the Code.

 The Director (Corporate Services) and Finance Team have a 
good working relationship with External Audit and have an 
open dialogue to ensure that material matters that could affect 
the presentation of the statements of account are shared at 
the earliest opportunity.

 The Council has a project timetable in place to ensure that key 
tasks are identified to ensure the delivery of the draft 
statements of account on a timely basis.

 The Council produces a succinct and informative Narrative 
Report intended to effectively communicate the authority’s 
activities and achievements, its financial position and 
performance, to its stakeholders.

GREEN

 External Audit Sign off of the financial 
statements for 2019-20 and 2020-21 
is outstanding
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 The Statement of Accounts for the council includes an 
introduction from the Chief Finance Officer stating compliance 
with the CIPFA Code of Practice on Local Authority 
Accounting.

 Externally audited annual financial statements are made 
available publicly on the council’s website.

 The council keeps its budget position under constant review 
and has demonstrated that it is willing to review and amend its 
budget as necessary to ensure financial viability.

Q  The presentation of the 
final outturn figures and 
variations from budget 
allows the leadership team 
to make strategic financial 
decisions.

 Quarterly outturn reports are presented to the council’s 
Management Team, Cabinet and the Finance and Audit 
Committee enabling strategic financial decisions to be made 
throughout the year.

 Financial viability assessments and financial modelling are 
used to inform strategic financial decisions.

 The budget setting papers that are presented to Cabinet and 
Full Council provide a clear update against the Medium-Term 
Financial Strategy setting out the financial position of the 
council, and provides details of variations as necessary to 
enable robust strategic financial decision making.

GREEN

P
age 86



FM Code Heading/ 
Reference:

How Gravesham Complies Areas for improvement/RAG Rating

TRANSPARENCY         Overall Assessment - GREEN
L. The authority has 
engaged where 
appropriate with key 
stakeholders in developing 
its long-term financial 
strategy, medium-term 
financial plan and annual 
budget

 Stakeholder engagement informed the development of the 
current Corporate Plan to ensure clear priority is given to those 
services that the Council are statutorily required to do or are of 
most value to those with a key interest in the borough. 

 Stakeholder engagement is also considered in key projects or 
initiatives pursued by the Council. 

 The Medium Term Financial Strategy (MTFS) of the Council is 
discussed and shaped by the Management Team, Leader of 
the Executive and other key Members. The MTFS is also 
presented at Cabinet, the Overview and Scrutiny Committee 
and at member group meetings for discussion.

 Engagement with Members through the budget setting and 
monitoring process takes place; all papers are provided in the 
public arena and proposed budgets are discussed with all 
Members in more detail at specific political group meetings to 
enable robust challenge.

 Local businesses are consulted with and have the opportunity 
to comment on budget proposals ahead of budget setting by 
Full Council.

 Directors, Assistant Directors and Service managers are 
consulted during the budget process with findings presented to 
Management Team.
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 The draft financial statements are open to challenge by 
Members as well as the general public.

 The Medium Term Financial Plan is regularly presented to 
Members and Management Team for review and discussion.

 Business cases and project initiation documents are considered 
by Management Team, and Members where required, for 
projects, especially those requiring a financial contribution. 

M. The authority uses an 
appropriate documented 
option appraisal 
methodology to 
demonstrate the value for 
money of its decisions.

 The Council has in place template business case and project 
initiation documents.  These are completed and considered by 
Management Team, and Members where required, for projects, 
especially those requiring a financial contribution.

 All reports to both Management Team and Committees include 
a section for consideration of Finance & Value for Money 
implications.

 Documented minutes are available on GBC’s web page 
showing outcomes of decisions made by its various 
committees.

 Value for money is considered in all business case documents 
in order to be able to demonstrate how specific decisions will 
demonstrate value for money.
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FM Code Heading/ Reference: How Gravesham Complies Areas for improvement/RAG Rating

STANDARDS                                 Overall Assessment - GREEN

H The authority complies with the 
CIPFA Prudential Code for 
Capital Finance in 
Local Authorities

 The council has a Capital Strategy in place, which is 
reviewed annually to ensure it remains fit for purpose 
and in line with other key strategic documents of the 
council and is published on the council’s website. The 
Strategy covers capital expenditure, treasury 
management investments, as well as commercial 
activity and property investment decisions.

 The council has an Investment Strategy in place which 
is reviewed annually as part of the Treasury 
Management Strategy, publicly available on the 
council’s website.  Updates on Treasury Management 
activity are provided to the Finance & Audit Committee 
in line with the requirements of the Prudential Code.
The council has in place a Medium-term Financial Plan 
to ensure the long-term financial strategies are 
translated into plans to aid budget setting.  This is 
reviewed as part of the budget setting process, with 
operational business plans developed in January-March 
for the coming financial year to ensure they are aligned.

GREEN

J The authority complies with its 
statutory obligations in respect of 
the budget setting process

 The Financial Services Team has a budget work 
programme in place which takes account of dates set 
out in statute and draws on interactions with key 
stakeholders, including budget holders and senior 
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management.  This programme includes reporting of 
significant budget items to Management Team for 
discussion and consideration, as well as budget 
discussions with the Leader of the Executive.  This 
ensures ownership of the budget by the whole 
leadership team.

 The council conducts an annual review of working 
balances and reserves to assess its financial 
sustainability as required by Section 25 of the Local 
Government Act 2003. This is presented as part of the 
budget setting reports to Cabinet and Full Council.

K. The budget report includes a 
statement by the chief finance 
officer on the robustness of the 
estimates and a statement on the 
adequacy of the proposed 
financial reserves

 This statement is included as part of the budget process 
which includes details of earmarked reserves

 Key stakeholders of reserves are consulted as part of 
the budget process which helps ensure adequacy and 
relevance.

 Levels of working balances and general reserves have 
been agreed with members.

 The budget setting report contains the statement 
required under Section 25 of the Local Government Act 
2003 on the robustness of the estimates and a 
statement on the adequacy of the proposed financial 
reserves.

GREEN

P
age 90



FM Code Heading/ Reference: How Gravesham Complies Areas for improvement/RAG Rating

ASSURANCE                                          Overall Assessment - GREEN
C. The leadership team 

demonstrates in its actions 
and behaviours responsibility 
for governance and internal 
control

 The Council has an adopted Code of Corporate 
Governance which sets out how it will carry out its 
functions, and the procedures and processes in place to 
deliver its corporate objectives. This is reviewed 
periodically to confirm it remains fit for purpose.

 A robust framework is in place through the Annual 
Governance Statement to assess the Council’s 
approach to governance against on an annual basis and 
identify any areas for improvement.

 Internal controls are implemented and monitored by 
management and reviewed by internal audits.  
Managers are required to complete annual assurance 
returns to confirm that control arrangements are 
operating effectively within their areas of responsibility.

 Monitoring Officer is in place to ensure and advise on 
compliance with legal and governance arrangements for 
the authority.  The Monitoring Officer also attends all 
management Team meetings to provide a legal 
overview.

 All formal reports to Management Team and Members 
include a standard appendix which requires 
consideration to be given to the implications of the report 
and any associated decisions required.

Budget monitoring reports provided to Directors for all areas 
of their controls. 
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F. The authority has carried out a 
credible and transparent financial 
resilience assessment

 The council conducts an annual review of working 
balances and reserves to assess its financial 
sustainability as required by Section 25 of the Local 
Government Act 2003.  As part of this review, the 
council will assess its historic and planned use of 
reserves and working balances and use data sources 
such as the CIPFA Financial Resilience Index to 
benchmark itself against others, albeit this is only an 
indicator of sustainability.

 The council has a robust five year Medium Term 
Financial Strategy in place that covers financial years 
2022-23 to 2026-27. This is published on the website, 
and includes both the General Fund and HRA.  

 External Audit conduct an annual audit of the council’s 
accounts and overall financial standing which, to date; 
have not raised any concerns regarding resilience.

GREEN

N. The leadership team takes 
action using reports enabling it to 
identify and correct emerging 
risks to its budget strategy and 
financial sustainability.

 The Council has mechanisms in place to capture 
changes in government policy direction/new legislation, 
including monthly legislative updates, attendance at 
professional groups and bodies etc.

 MT considers financial and other management 
information on key areas on a periodic basis to identify 
changes in risks.

 Weekly Management Team meetings will identify and 
consider emerging risks and put in place action to 
understand, manage and/or mitigate such risks as 
appropriate.

 Regular budget monitoring reports are provided to the 
leadership team of the council (officer and Member) to 
enable identification of any emerging budget risks.

GREEN
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 Risk registers are developed for individual service areas 
and are reviewed and updated periodically where 
necessary.

 Corporate risks are monitored and reviewed each year 
with a mid-year review completed and reported to the 
Finance & Audit Committee.

 Budget strategy is monitored by Finance Team and 
Management Team.

 Quarterly Risk Management Working Group meets to 
discuss new and emerging risks to the council
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FM Code Heading/ Reference: How Gravesham Complies Areas for improvement/RAG Rating

SUSTAINABILITY                                          Overall Assessment - GREEN
E. The financial management 

style of the authority 
supports financial 
sustainability

 The council has a number of mechanisms in place to 
enable thorough management of financial and budgetary 
information:
- Decisions with financial elements being presented to 

MT before being progressed further.
- Monthly budget monitoring
- Financial statements made available to key staff
- Budget setting process
- Finance Performance Indicators are monitored
These arrangements place accountability with budget 
holders, Service Managers, Assistant Directors and 
Directors to manage the financial resources associated 
with their areas of responsibility within the framework of 
the Financial Procedure Rules and the Constitution.

 The Finance function is viewed as an approachable and 
key support service of the Council and are engaged in 
key corporate projects and work streams, as well as 
providing advice and guidance to individual 
departments.

The authority thinks innovatively and this is embedded in the 
Corporate Plan.  It has a history of addressing financial 
issues head on, particularly with the Bridging the Gap’ 
Strategy that has been in place for a number of years to 
address the challenging financial times facing the council.
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G. The authority understands 
its prospects for financial 
sustainability in the longer 
term and has reported this 
clearly to Members

 The council has in place a number of key documents 
and strategies which have been presented to Council, 
Cabinet and/or Finance & Audit Committee:
- MTFP in place
- Capital Strategy in place 
- Investment Strategy in place

 Financial sustainability is considered annually as part of 
the budget setting process in which all Members are 
involved, with quarterly, in year updates provided to 
Cabinet and the Finance & Audit Committee through 
budget monitoring reports and other specific reports are 
required.
The council has a robust Medium Term Financial 
Strategy in place, which is published on the website, 
covering both the General Fund and HRA.  Due to the 
uncertainty in future funding for Local Government, the 
council has put in place one-year, interim plans over the 
last two years.  

GREEN

I. The authority has a rolling 
multi-year medium-term 
financial plan consistent 
with sustainable service 
plans

 The Council has in place a multi-year financial plan 
covering, at a high level, performance against the 
approved budget for the current year plus projections 
covering a further nine years.  This is a ‘live’ document 
that is updated on an ongoing basis to reflect decisions 
taken by the council or issues identified through budget 
monitoring to ensure this continues to support service 
delivery.  

 The MTFP is formally considered by MT and Members 
on a quarterly basis and at budget setting.
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 The MTFP is used to model and understand the impacts 
of government policy and significant decisions to be 
taken by the Council.
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance & Audit Committee

Date: 08 March 2022

Reporting officer: James Larkin, Head of Audit & Counter Fraud Shared Service 
(Chief Audit Executive)

Subject: Internal Audit Quality Assurance & Improvement Programme

Purpose and summary of report: 
To present for approval the Internal Audit Quality Assurance & Improvement Programme 
(QAIP) for 2022-23.

Recommendations:
1. Members approve the QAIP presented at Appendix 2 for use in 2022-23.

Key Implications:
Item Implications
Legal The Accounts & Audit Regulations 2015 require local authorities 

to: undertake an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance 
processes, taking into account public sector internal auditing 
standards or guidance. These Standards are also supported by 
CIPFA’s Local Government Application Note to the Public Sector 
Internal Audit Standards. The Section 151 Officer of a local 
authority is responsible for establishing the internal audit service.  
Gravesham Borough Council has delegated this responsibility to 
the Section 151 Officer of Medway Council to deliver internal audit 
services through the Shared Service to both authorities.

Finance and Value for 
Money

An adequate and effective Internal Audit function provides the 
council with assurance on the proper, economic, efficient and 
effective use of council resources in delivery of services.

Corporate Plan The work of the Internal Audit supports the council in achieving all 
of its objectives set out in the Corporate Plan but is particularly 
relevant to Objective #3 Progress.

Climate Change There are no direct climate change implications to this report.
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1. Introduction

1.1 The Public Sector Internal Audit Standards (Standards) require that: The Chief 
Audit Executive must develop and maintain a quality assurance and improvement 
programme that covers all aspects of the internal audit activity. On 15 February 
2021, the Finance & Audit Committee approved the Quality Assurance & 
Improvement Programme (QAIP) prepared to meet this requirement for 2021-22.

2. Review of the Quality Assurance & Improvement Programme (QAIP)

2.1 The QAIP for 2021-22 was designed to meet the requirements of the Standards 
and CIPFA’s Local Government Application Note to the Public Sector Internal 
Audit Standards and also reflect the shared service arrangements with 
Gravesham Borough Council. Since the creation of the shared service, the QAIP 
has also integrated counter fraud to reflect that staff were working in multi-
disciplinary roles. 

2.2 Officers within Internal Audit and Counter Fraud have now moved to designated 
roles and there is no formal requirement for the activity of the counter fraud team 
to be included in the QAIP as it is meant to reflect internal audit activity. 

2.3 Accordingly, a complete refresh of the QAIP has been undertaken to ensure it is 
reflective of the requirements in the Standards. The majority of the performance 
indicators remain unchanged and have just moved to a focus on Internal Audit, so 
those relating to counter fraud activity have been removed, however details of the 
other main changes can be found below.

Non LA Specific Measures

2.3..1 The costs of the shared service are no longer included as part of the 
QAIP or the service targets. The information will however continue to be 
reported to the Committee within the financial implications section of future 
reports.

2.3..2 The outturn of targets for the proportion of staff with professional 
qualifications relevant to internal audit and the proportion of staff 
undertaking professional qualification training have been adjusted to reflect 
that they are based on the internal audit team only rather than the entire 
service. The targets have also been adjusted to reflect what is achievable 
in a financial year. For example, it will always be the aim to have 100% of 
staff with the relevant qualification but it is unrealistic to suggest that this 
could be achieved in one year, due to budget pressures and the fact that it 
may take longer than 12 months for an individual to qualify.

2.3..3 The target for time spent on CPD/non-professional qualifications has 
been adjusted to reflect that the outturn will be based on the Internal Audit 
Team only.

LA Specific Measures

2.3..4 The measures for customer satisfaction with individual reviews and 
overall satisfaction with the service based on the Chairs input into the 
Head of Internal Audit & Counter Fraud (HIACF) performance review have 
been replaced with one target for target for Client, Management and 
Member satisfaction with internal audit services, which will be based on an 
annual satisfaction survey. While surveys for individual reviews will 
continue to be used, their results will be used to inform individual 
performance of officers. The Chair of the Committee will also be invited to 
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contribute to the HIACF annual performance review but this is again 
reflective of an individual rather than the service. 

2.4 While the measures relating to counter fraud have been removed from the QAIP, 
formal performance measures for the team will still exist and will be included as 
part of the Counter Fraud Plan document. 

2.5 The performance against the measures outlined in the QAIP and those relating to 
Counter Fraud will continue to be reported in the periodic update reports and the 
annual reports presented to the Finance & audit Committee.  

2.6 A copy of the Internal Audit QAIP is presented at Appendix 2.

3. Appendices

3.1 The following documents are to be published with the report: 

3.2 Appendix 2: Internal Audit QAIP 2022-23

4. Background Documents 

4.1 There are no background documents.

Lead Officer: James Larkin

Email: James.larkin@medway.gov.uk
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Secondary Implications
Risk Assessment The Public Sector Internal Audit Standards require that: The chief audit executive 

must develop and maintain a quality assurance and improvement programme that 
covers all aspects of the internal audit activity. A Quality Assurance & Improvement 
Programme (QAIP) has been prepared to meet this requirement.  The QAIP is 
intended to ensure that the service is developed in line with the aspirations of those 
charged with governance at Medway Council and Gravesham Borough Council.

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
A definition of each type of data can be found on the Information 
Commissioner’s Office website via the above links.
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
No

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder The Internal Audit Team provides an independent and objective opinion to the 
organisation on the control environment, by evaluating its effectiveness in achieving 
the organisations’ objectives. The work of the team combined with a sound internal 
control environment has a positive contribution to community safety in its broadest 
sense.

Digital and website 
implications

The council’s performance management framework includes the publication of the 
outturns against the Performance Measures and Indicators in the Corporate 
Business Plan. The proportion of recommendations made by the Internal Audit that 
are implemented by Management is one of the council’s overall Performance 
Indicators and is therefore reported to the public via the council’s Annual Report 
published on the council’s website. 

Safeguarding 
children and 
vulnerable adults

There are no direct safeguarding implications to this report.
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I. Introduction
The Internal Audit Charter sets out that the delivery of internal audit services will be in line with 
the Public Sector Internal Audit Standards (the Standards). The Standards require the internal 
audit activity to develop and maintain a quality assurance and improvement programme (QAIP) 
that covers all aspects of the internal audit activity: A QAIP is designed to enable an evaluation of 
the internal audit activity’s conformance with the Definition of Internal Auditing and the 
Standards and an evaluation of whether internal auditors apply the Code of Ethics. The 
programme also assesses the efficiency and effectiveness of the internal audit activity and 
identifies opportunities for improvement. The Standards require the QAIP to include both 
internal and external assessments.  

This QAIP is intended to drive continuous improvement in the delivery of the Internal Audit 
activity for both Medway Council and Gravesham Borough Council. For the purposes of the Public 
Sector Internal Audit Standards (PSIAS) the board is defined as the Audit Committee for Medway 
Council and the Finance & Audit Committee for Gravesham Borough Council. Senior management 
is defined as the Corporate Management Team for Medway Council and the Management Team 
for Gravesham Borough Council.  

II. Supervision & quality management 
The Internal Audit Team is structured to ensure that all officers are appropriately supervised and 
supported to deliver their work. Robust quality control arrangements are built into every stage of 
the process of planning and conducting internal audit work to ensure that the service delivers 
consistent and high-quality outputs to both authorities:

 The Internal Audit Team works to an agreed process, developed in consultation with 
officers, which is delivered through standard template documents and is supported by a 
procedure manual. The process, templates and manual are all subject to periodic review. 

 Routine supervision checks and one to ones are in place to support Internal Auditors in 
the planning and delivery of all work. Ad-hoc support and supervision is also available a 
from the Senior Internal Auditor, Internal Audit Manager and Head of Internal Audit & 
Counter Fraud as required.

 Quality control arrangements are in place for the supervising officer to review and sign 
off the Terms of Reference of each piece of work prior to issue to the client, and for 
agreement of the programme of work to be completed in advance of the fieldwork 
beginning. 

 Each completed internal audit review has a detailed quality control review conducted by 
the officer responsible for supervising the review. This review seeks to confirm that:

o The internal auditor has identified, analysed, evaluated, and documented 
sufficient, reliable, relevant, and useful information, 

o Audit testing methodologies and samples are sufficient to reach reasonable 
conclusions,

o Conclusions are soundly based and supported by appropriate analyses and 
evaluations, 

o Agreed actions are practical and address the weaknesses identified,
o The engagement objectives have been met,
o The internal auditor has maintained their independence throughout the work 

carried out,
o The work has been completed in compliance with the Standards, 
o The agreed internal audit engagement process has been followed, and
o The agreed day allocations and timescales have been met. 

 All draft and final reports are reviewed by the Head of Internal Audit & Counter Fraud 
prior to issue to the client.  
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 Ten percent of all internal audit reviews completed are subject to an additional quality 
control review by the Head of Internal Audit & Counter Fraud, independent of the 
conduct of the initial quality review conducted. These checks may be directed to the 
most complex or potentially contentious areas of work.  

III. Internal assessments 
On an annual basis, Internal Audit management will conduct a self-assessment of compliance 
with the Institute of Internal Auditors’ (IIA) International Professional Practices Framework. Any 
areas of non-compliance are identified and a plan for addressing these is implemented.

Results of the internal assessment will be shared with the wider Internal Audit Team and 
reported to senior management and the Audit Committees of both authorities. 

IV. External assessments
The Standards require an External Quality Assessment (EQA) to be carried out at least once every 
five years by a qualified assessor or assessment team from outside the organisation. This 
assessor should be independent to avoid any conflict of interest. The scope of this assessment 
will be agreed with the Section 151 Officers of both authorities as sponsors of the Shared Service. 

The Internal Audit activity was subject to its first EQA in February 2018; the results of which were 
shared with the S151 Officers and Audit Committees of both authorities.

V. Performance measurement & monitoring 
The Internal Audit Team has arrangements in place to capture performance data across the 
delivery of all aspects of internal audit work; measuring, monitoring, and reporting against the 
performance indicators set out in the table on page 5 through the periodic Audit Committee 
update reports. 

It is not appropriate to set targets for some indicators listed as the returns against these will be 
for information only and the activity has no or limited control over the results, for instance the 
proportion of actions implemented.  
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Ref Indicator Target Frequency

Non LA Specific Performance Measurements 

IA1 Proportion of staff with professional qualification relevant to 
internal audit

65% Annually

IA2 Proportion of non-qualified staff undertaking professional 
qualification training  

25% Quarterly

IA3 Time spent on professional qualification training: N/A Quarterly
IA4 Time spent on CPD/non-professional qualification training, 

learning & development
40 days Quarterly

IA5 Compliance with PSIAS 100% Annually

LA Specific Performance Measurements 

IA6 Average cost per agreed assurance review <£5,000  Annually
IA7 Proportion of available resources spent on chargeable work N/A Quarterly
IA8 Proportion of chargeable time spent on:

a) Assurance work
b) Consultancy work

N/A Quarterly

IA9 Proportion of agreed assurance reviews:
a) Delivered
b) Underway

95% Quarterly

IA10 Proportion of completed assurance reviews subject to a second 
stage (senior management) quality control check in addition to 
the primary quality control review

10% Annually

IA11 Proportion of actions agreed by client management to address 
control weaknesses

90% Quarterly

IA12 Number of agreed actions that are:
a) Not yet due
b) Implemented
c) Outstanding

N/A Quarterly

IA13 Proportion of actions implemented by agreed date N/A Quarterly
IA14 Client, Management and Member satisfaction with internal audit 

services
90% Annually
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VI. Reporting 
Update reports are prepared and presented to senior management and the Audit Committees of 
both authorities on a periodic basis determined by the Committee schedule, providing details of 
the findings made by the team in delivering agreed work plans, and performance against the 
indicator suite according to the timescales set out in the table above. 

An Annual Report is prepared and presented to senior management and the Audit Committees of 
both authorities, to provide:

  A summary of how the Internal Audit Team’s resources have been used, 
  A summary of the findings of the work of the Internal Audit Team in the year, 
  The opinion of the Head of Internal Audit & Counter Fraud on the effectiveness of the 

overall control environment of each authority, 
  A summary of the Internal Audit Team’s performance against the indicator suite outlined 

above,
 The results of any internal and external assessments against the Public Sector Internal 

Audit Standards along with action plans for any gaps identified,
 Any other opportunities for improvement identified through the results of this QAIP. 

This QAIP is subject to an annual review with the results presented to senior management and 
the Audit Committees of both authorities for approval.
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance & Audit Committee

Date: 08 March 2022

Reporting officer: James Larkin, Head of Audit & Counter Fraud Shared Service 
(Chief Audit Executive)

Subject: Internal Audit Plan (Q1-Q2) 2022-23

Purpose and summary of report: 
To present for approval the Internal Audit Plan (Q1-Q2) 2022-23 for Gravesham

Recommendations:
1. Members approve the Internal Audit Plan (Q1-Q2) 2022-23 for Gravesham 

presented at Appendix 2..

Key Implications:
Item Implications
Legal The Accounts & Audit Regulations 2015 require local authorities 

to: undertake an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance 
processes, taking into account public sector internal auditing 
standards or guidance.  The Section 151 Officer of a local 
authority is responsible for establishing the internal audit service.  
Gravesham Borough Council has delegated this responsibility to 
the Section 151 Officer of Medway Council to deliver internal audit 
services through the Shared Service to both authorities.

Finance and Value for 
Money

An adequate and effective Internal Audit function provides the 
council with assurance on the proper, economic, efficient and 
effective use of council resources in delivery of services.

Corporate Plan The work of the Internal Audit supports the council in achieving all 
of its objectives set out in the Corporate Plan but is particularly 
relevant to Objective #3 Progress.

Climate Change There are no direct climate change implications to this report.

1. Introduction

1.1 The Public Sector Internal Audit Standards (Standards) require that: The Chief 
Audit Executive (CAE) must establish risk-based plans to determine the priorities 
of the internal audit activity, consistent with the organisation’s goals. A risk-based 
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plan has been prepared for the authority to meet this requirement. Since 1 March 
2016 the council’s internal audit activity has been delivered by the Audit & Counter 
Fraud Shared Service with Medway Council.

2. Internal Audit Plan 2022-23

2.1 The plan for 2022-23 has been prepared in line with the requirements of the 
Standards and is based on a risk assessment of all auditable areas within the 
council, which considers six factors that are detailed below, and each has its own 
weighting score:

 Inherent risk (weighting 7)

 Control risk (weighting 10)

 Reputational risk (weighting 5)

 Financial risk (weighting 7)

 Fraud risk (weighting 7)

 Priority risk (based on Council Plan objectives) (weighting 5)

2.2 Each risk factor is scored on a range of one to five, which is then multiplied by the 
weighting to produce a total score for the assessment. The scores for each factor 
are based on a number of considerations, including (but not limited to):

 A review of the council’s priorities as set out in the Corporate Plan 2019-23,

 A review of the council’s key risks as set out in the Corporate Risk Register,

 Horizon scanning to identify local and national issues and risks,

 Performance against KPI’s,

 Consultation with senior management to identify what services consider to be 
their key areas of risk in the coming 12 months,

 The results of previous internal audit work (including follow up work) and other 
sources of assurance to the council,

2.3 The highest scoring areas are added to the plan to ensure that Internal Audit 
resources are directed to the council’s highest areas of risk but this also considers 
when the area was last reviewed by Internal Audit and also that there is good 
coverage of all areas of the council to contribute to the overall assurance opinion. 

2.4 Although a plan is drafted for the full year based on resources predicted to be 
available, given that the risk assessment is completed in January, there is a high 
probability that changes occurring in the year could result in changes to the risk 
landscape that need to be addressed. As such the plan being presented for 
approval is only for the first six months of the financial year.

2.5 In July, the resource budget and risk assessment detailed above will be reviewed 
to take account of any changes and updated accordingly. This will then inform the 
plan for the remainder of the year, which will be presented to the Finance & Audit 
Committee for approval in September 2022, along with the first progress update. 

2.6 The purpose of this approach is to ensure that the resource continues to be 
focused on the highest areas of risk throughout the year, and also create some 
flexibility to allow the Internal Audit Team to be more responsive.

2.7 Members will also note that there are some changes in the information included in 
the plan, including that the day allocation for individual reviews is no longer 
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specified. Each review has been given an indicative budget of 15 days as part of 
the planning process, but the formal budget will be set as part of the process to 
agree the Terms of Reference for each review. We will continue to report on the 
budgeted days and days used in each review as part of the periodic update 
reports. 

2.8 The column specifying the link to the corporate risk register has been added in 
response to a recommendation from the last external quality assessment, to 
further demonstrate that the Internal Audit resource is focused on the council’s 
risk areas. The risk numbers from the Corporate Risk Register are detailed below 
for reference:

 Risk One – Ongoing financial viability of the council.

 Risk Two - Changes in national priorities and legislative change.

 Risk Three - Organisational capacity/resilience.

 Risk Four - Cyberattack resulting in data breach or corruption of data.

 Risk Five - Investment risk.

2.9 The plan for Q1-Q2 of 2022-23 is presented at Appendix 2.

3. Appendices

3.1 The following documents are to be published with the report: 

3.2 Appendix 2: Internal Audit Plan (Q1-Q2) 2022-23

4. Background Documents 

4.1 There are no background documents.

Lead Officer: James Larkin

Email: James.larkin@medway.gov.uk
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Secondary Implications
Risk Assessment The Public Sector Internal Audit Standards require that: The chief audit executive 

must establish risk-based plans to determine the priorities of the internal audit 
activity, consistent with the organisation’s goals. The Internal Audit Plan is intended 
to ensure that the work of the team is effectively directed and is in line with the 
organisation’s goals. Member approval of the plan ensures the status of the plan is 
maintained.

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
A definition of each type of data can be found on the Information 
Commissioner’s Office website via the above links.
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
No

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder The Internal Audit Team provides an independent and objective opinion to the 
organisation on the control environment, by evaluating its effectiveness in achieving 
the organisations’ objectives. The work of the team combined with a sound internal 
control environment has a positive contribution to community safety in its broadest 
sense.

Digital and website 
implications

The council’s performance management framework includes the publication of the 
outturns against the Performance Measures and Indicators in the Corporate 
Business Plan. The proportion of recommendations made by the Internal Audit that 
are implemented by Management is one of the council’s overall Performance 
Indicators and is therefore reported to the public via the council’s Annual Report 
published on the council’s website. 

Safeguarding 
children and 
vulnerable adults

There are no direct safeguarding implications to this report.
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Internal Audit & Counter Fraud Shared Service
Medway Council & Gravesham Borough Council

Internal Audit Plan 2022-
23

(Q1 – Q2)
Gravesham Borough Council
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I. Introduction
The Internal Audit & Counter Fraud Shared Service was established on 1 March 2016 to provide internal 
audit, counter fraud and investigation services to Medway Council and Gravesham Borough Council.    

Section 151 of the Local Government Act 1972 and Regulation Six of the Accounts & Audit Regulations 
2015 set out the requirement for Local Authorities to have an Internal Audit function.  The Public Sector 
Internal Audit Standards (the Standards) define Internal Audit as an independent, objective assurance 
and consulting activity designed to add value and improve an organisation’s operations.  The Standards 
require that: the chief audit executive must establish risk-based plans to determine the priorities of the 
internal audit activity, consistent with the organisation’s goals.  

The Internal Audit Plan is supported by the Charter which sets out the team’s purpose, authority and 
responsibilities, and the team’s Strategy which sets out the key objectives for the development of the 
team. 

II. Preparation of the Internal Audit Plan
The plan has been prepared in line with the requirements of the Standards and is based on a risk 
assessment to ensure our resources are directed to the highest areas of risk. This assessment includes;

 Review of the council’s priorities as set out in the Council Plan 2021-2022,

 Review of the council’s key risks as set out in the Corporate Risk Register, 

 Review of the council’s financial plans and budgets,

 Review of service plans and service risk registers,

 Horizon scanning to identify local and national issues and risks, 

 The results of previous internal audit work (including follow up work) and other sources of 
assurance to the council,

 Identification and risk assessment of those activities key to the delivery of the council’s priorities 
and the management of its identified risks, and,

 Consultation with senior management to validate this assessment of the council’s risks.  

The risk assessment is used, along with input from senior management and knowledge of the wider 
control environment, to help ensure that our resources are directed to the areas where they are 
considered to be of most effective use to the council in helping to ensure the achievement of its 
objectives, the improvement of internal control and the efficiency of service delivery.

Where the work of other assurance providers is known to the Head of Internal Audit & Counter Fraud, 
the team will seek to review and place reliance on that work to avoid duplication of effort and improve 
assurance coverage.  

III. Resourcing 
The Internal Audit Plan will be delivered using the in-house resources within the Shared Service, a total 
of 8.43FTE comprising of 0.65FTE Head of Internal Audit & Counter Fraud, 1FTE Internal Audit Manager, 
1FTE Senior Internal Auditor, 5.78FTE Internal Auditors (0.22FTE Currently vacant). All available 
chargeable days for these staff are allocated on the plan; resources spent on strategic leadership and 
management provided by the Head of Internal Audit & Counter Fraud and the Internal Audit Manager 
are not allocated on the plan. 
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The results of the risk assessment dictates the amount of assurance work required to deliver an opinion 
on the effectiveness of the overall control environment of the council. This assessment is based on:

 The professional experience of the Head of Internal Audit & Counter Fraud,

 The risk maturity of the council and the effectiveness of its risk management arrangements, and,

 The proportion of items identified through the risk assessment considered to be of high risk.

The total chargeable Internal Audit resource available for 2022-23 for Gravesham is 440 days; of this, 405 
days have been allocated to assurance work, which is considered sufficient to provide assurance over 
enough of the council’s activities identified through the risk assessment, for the Head of Internal Audit & 
Counter Fraud to deliver an opinion on the effectiveness of the overall control environment of the 
council.

The skills and experience of the in-house team have been considered in preparing this plan and all work 
planned is considered to be within the capability of the in-house team. The Internal Auditor assigned to 
each activity on the plan is selected by the Internal Audit & Counter Fraud Management Team based on 
their skills, knowledge, experience, discipline, and any declared conflicts of interest to ensure all work is 
conducted effectively. If an activity planned was found to require specialist skills/experience beyond that 
of the team, arrangements would be put into place to secure the services of an external contractor. 

The Internal Audit Plan contributes to the council’s overall assurance framework and as such, where 
possible information will be shared, and activities coordinated with other internal and external providers 
of assurance to the council. 

IV. 2022-23 Internal Audit Plan (Q1-Q2)
The Plan is intended to provide a clear picture of how the council will use the Internal Audit team within 
the shared service; including assurance work focusing on the council’s corporate risks, with links to the 
corporate risk register noted in the plan, and consultancy services as defined in the Internal Audit 
Charter. 

The plan reflects all work to be carried out by the Internal Audit Team for Gravesham during the first six 
months of the financial year and focuses on the highest areas of risk first to ensure these areas are 
addressed, while also ensuring adequate coverage across of council service areas.

In planning the number of reviews that can be undertaken with the available resource, each review has 
been assigned an indicative budget of 15 days, but the final resource budget for each individual review 
will be agreed when setting the Terms of Reference to ensure there is adequate time available to 
complete necessary work. The total number of indicative days allocated to each area of work for the 
period of the plan are included in the summary on page 6. 

In July 2022, a review of available resources will be undertaken to determine the level of internal audit 
resource available for the remainder of the financial year and the risk assessment used to inform the 
2022-23 plan for Q1-Q2 will be reviewed and updated as necessary to determine whether there have 
been any changes in the corporate risk landscape. 

A refreshed plan showing any changes and the intended assurance activity for the second half of the 
financial year will then accompany the first update report to the Finance & Audit Committee. The 
purpose of this approach is to ensure that the internal audit function remains responsive to changing 
risks and continues to target resources to the highest areas of risk.
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Corporate Risks Assurance Work
Ref Directorate Activity Scope of work Links to Corporate 

Risk Register
1 Corporate Services IT Security & Access Controls Review of arrangements to manage user access to the council’s IT 

network. 
Risk 4

2 Chief Executive Communications Strategy A review of the arrangements to monitor and report on progress 
against the Communications Strategy.

Risk 1, Risk 2

3 Corporate Services NNDR Reliefs Review of arrangements to administer Business Rate reliefs. Risk 1

4 Housing Right to Buy Review of the arrangements to process applications for the 
purchase of council homes through the right to buy scheme.

Risk 1

5 Corporate Services Procurement Compliance A review of the arrangements to ensure compliance with Public 
Contracts Regulations 2015 and the councils contract procedure 
rules.

Risk 1

6 Environment Planning Obligations Review of arrangements to use funding from planning obligations. Risk 1

7 Corporate Services Financial Planning and Budget Setting 
(General Fund)

Review of the arrangements to maintain the council’s Medium 
Term Financial Plan and build/set annual budgets.

Risk 1 , Risk 2

8 Communities Whistleblowing Review of the arrangements in place to manage whistleblowing 
reports.

Risk 3

9 Housing Void Property Management Review of arrangements to manage and re-let void properties.  Risk 1
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Ref Directorate Activity Scope of work Links to Corporate 
Risk Register

10 Communities Food Safety Inspections (rating 
scheme)

Review of arrangements to conduct food safety inspections and 
monitor improvements.

Risk 2

11 Housing Housing Development Strategy A review of the arrangements to monitor and report on progress 
against the Housing Development Strategy.

Risk 1, Risk 5

12 Corporate Services Information Requests (FOI, SAR, EIR) Review of arrangements to record and respond to requests for 
information under the Freedom of Information Act, Subject Access 
Requests and requests under the Environmental Information 
Regulations.

Risk 2

Other Assurance Activity
Ref  Directorate Activity Scope of work 

 Council Wide Finalisation of 2021-22 Planned Work Allowance to finalise work from the 2021-22 plan not completed as of 31 March 2022.

 Council Wide Validation of Performance Data Allowance to verify corporate performance information reported by the Corporate 
Performance Team.

Council Wide Grant Validations Allowance to conduct independent checks of grant expenditure as per award conditions.

 Council Wide Responsive Assurance Work Allowance to conduct responsive assurance work unknown at the time of planning.

Follow Up Work
Ref Directorate Activity Scope of work 

 Council Wide Follow-up of Agreed Actions Allowance to monitor and report on the implementation of agreed Actions. 
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Consultancy Work
Ref Directorate Activity Scope of work 

 Council Wide Attendance at Corporate Working 
Groups

Allowance for attendance at Corporate Working Groups

 Council Wide Responsive Consultancy Work Allowance to conduct responsive consultancy work unknown at the time of planning, as 
directed by senior management and including the provision of advice & information.

Summary
Ref Activity Resource Days Timescale

 Corporate Risks Assurance Work 180 Q1-Q2
 Other Assurance Activity 49 Q1-Q2
 Follow-up Work 5 Q1-Q2
 Consultancy Work 8 Q1-Q2
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V. Monitoring & review
Arrangements to monitor progress against the Plan are built into the working processes of the team 
and will be reported to senior management and the Finance & Audit Committee through the agreed 
Performance Indicator suite within the Quality Assurance & Improvement Programme. 

The service will remain responsive to the needs of the council and will keep the planned work and 
priorities under review so that new emerging risks arising during the year can be included in the plan in 
the place of lower priority work.  To do this, the Plan will be reviewed and presented to senior 
management and the Finance & Audit Committee through the quarterly update reports to ensure any 
amendments to the plan are properly approved.  
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Classification: Public
Key Decision: No

Gravesham Borough Council

Report to: Finance & Audit Committee

Date: 08 March 2022

Reporting officer: James Larkin, Head of Audit & Counter Fraud Shared Service 
(Chief Audit Executive)

Subject: Counter Fraud Plan 2022-23

Purpose and summary of report: 
To present for approval the Counter Fraud Plan for 2022-23.

Recommendations:
1. Members approve the Counter Fraud Plan 2022-23 presented at Appendix 2.

Key Implications:
Item Implications
Legal Section 151 of the Local Government Act 1972 places a duty on 

local authorities to make arrangements for the proper 
administration of their financial affairs. The prevention, detection 
and investigation of fraud contributes to this requirement to ensure 
that public money is protected from fraud.

Finance and Value for 
Money

An adequate and effective Counter Fraud function helps to identify 
fraud and error that could have an adverse effect on the financial 
statements of the council.
Since the inception of the shared service, the financial savings 
achieved through counter fraud activity have always exceeded the 
costs incurred. For example, the budgeted costs for counter fraud 
in 2021-22 were approximately £73,383 (35% of GBC shared 
service costs) and financial savings as of 31 December 2021 were 
£332,376, representing good value for money.

Corporate Plan The work of the Counter Fraud supports the council in achieving 
all of its objectives set out in the Corporate Plan but is particularly 
relevant to Objective #3 Progress.

Climate Change There are no direct climate change implications to this report.
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1. Introduction

1.1 Since 1 March 2016 the council’s counter fraud activity has been delivered by the 
Internal Audit & Counter Fraud Shared Service with Medway Council. Planned 
counter fraud activity has previously been included as part of an overall plan for 
Audit & Counter Fraud as officers were working in multi-disciplinary roles. 
Following a return to designated roles, and in line with recommended best 
practice, a separate work plan has been produced to cover all counter fraud 
activity and provide more detail around the work of the Counter Fraud Team than 
has previously been specified in the joint plans.

2. Counter Fraud Plan 2022-23

2.1 The Counter Fraud plan for 2022-23 has been designed to show how the council 
will aim to use the available resource and is broken down into four keys areas of 
activity:

2.2 Fraud Awareness and Prevention – prevention is better than cure, so there will 
be resource dedicated to educating staff around fraud risks, what they should be 
alert to and the role they play in trying to prevent it happening. It is also intended 
that fraud risk assessments will be completed in key areas of inherent risk to 
assess the controls and residual risks. Officers will be available to attend 
corporate working groups to offer advice where fraud risks are being considered 
as part of ongoing projects. There will also be a review of the councils Anti-Fraud 
& Corruption Strategy to ensure it remains in line with best practice.

2.3 Pro-Active Counter Fraud Activity – This will involve work to pro-actively 
identify potential instances of fraud and error and will primarily involve 
participation in the National Fraud Initiative Exercise and activities co-ordinated by 
the Kent Intelligence Network, but it may be possible to conduct internal exercises 
specific to the fraud risks of the council that not picked up by those larger projects. 

2.4 Responsive Investigation Activity – This will form the largest area of work for 
the team and will relate to the investigation of alleged fraud / error / malpractice. 
While officers will primarily be responsible for the investigation of alleged fraud, 
their skills may be used by HR in the investigation of complex disciplinary matters.

2.5 Other Counter Fraud Activity – the council has a service level agreement with 
the Single Fraud Investigation Service to provide information relating to housing 
benefit claims that they are responsible for investigating. The team also respond 
to requests for information under the Data Protection Act that are received from 
the Police and other investigating bodies, including other local authorities. While it 
does not directly contribute to the performance of the service, it does require a 
level of resource, which is why it is included in the plan.

2.6 As members will be aware, the counter fraud measures have been removed from 
the Internal audit Quality Assurance & Improvement Programme. However, there 
are a number of performance measures that are relevant to the Team, and these 
are outlined in section five of the plan document. It will be noted that many of them 
do not have targets for the outturns and this is because of the largely responsive 
nature of the service, which dictates where resource must be allocated. For 
example, the investigation of existing cases of suspected fraud will always take 
priority, so there may have to be less resource dedicated to identifying further 
cases if there is no resource available to then investigate. 

2.7 However, it is important to demonstrate where the service has applied its resource 
and the outcomes achieved. Members will receive details of the outturns against 
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these indicators as part of the periodic update reports and the annual counter 
fraud report.  

2.8 A copy of the Counter Fraud Plan 2022-23 is presented at Appendix 2.

3. Appendices

3.1 The following documents are to be published with the report: 

3.2 Appendix 2: Counter Fraud Plan 2022-23

4. Background Documents 

4.1 There are no background documents.

Lead Officer: James Larkin

Email: James.larkin@medway.gov.uk
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Secondary Implications
Risk Assessment The prevention, detection and investigation of fraud contributes to the council 

meeting its duties under section 151 of the Local Government Act 1972. The 
Counter Fraud Plan is intended to demonstrate how the council will use its Counter 
Fraud Resource to best support this duty by identifying and taking appropriate 
action in suspected and proven instances of fraud, as well as seeking redress.

A data protection impact assessment (DPIA) should be carried out at the start of 
any major project involving the use of personal data or if you are making a 
significant change to an existing process. 

a. Does the project/change being recommended through this paper involve the 
processing of personal data or special category data or criminal offence data? 
A definition of each type of data can be found on the Information 
Commissioner’s Office website via the above links.
No

b. If yes to question a, have you completed and attached a DPIA including Data 
Protection Officer advice?
N/A

Data Protection 
Impact Assessment

c. If no to question b, please seek advice from your nominated DPIA assessor or 
the Information Governance Team at gdpr@medway.gov.uk.
N/A

a. Does the decision being made or recommended through this paper have 
potential to cause adverse impact or discriminate against different groups in the 
community? If yes, please explain answer.
No

b. Does the decision being made or recommended through this paper make a 
positive contribution to promoting equality? If yes, please explain answer.
No

Equality Impact 
Assessment

In submitting this report, the Chief Officer doing so is confirming that they have 
given due regard to the equality impacts of the decision being considered, as noted 
in the table above

Crime and Disorder The counter fraud arrangements of the council acknowledge that the council can be 
exposed to fraud and are intended to, as far as possible, prevent fraud occurring 
and pursue criminal action if needed when fraud is detected.  Working with partners 
to combat crime and disorder has a positive contribution to community safety in its 
broadest sense.

Digital and website 
implications

The Local Government Transparency Code requires the publication of data relating 
to Fraud Investigation; this is published in line with the requirements on the 
council’s website.   

Safeguarding 
children and 
vulnerable adults

There are no direct safeguarding implications to this report.

Page 122

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/criminal-offence-data/
mailto:gdpr@medway.gov.uk


Internal Audit & Counter Fraud Shared Service
Medway Council & Gravesham Borough Council

Counter Fraud Plan 2022-
23

Gravesham Borough Council
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I. Introduction
The Internal Audit & Counter Fraud Shared Service was established on 1 March 2016 to provide internal 
audit, counter fraud and investigation services to Medway Council and Gravesham Borough Council.    

Section 151 of the Local Government Act 1972 places a duty on the council to ‘make arrangements for 
the proper administration of their financial affairs’. The prevention, detection and investigation of fraud 
supports these arrangements by taking steps to ensure that public funds are spent correctly, and that 
redress is sought in cases of identified fraud.   

The Counter Fraud Plan is supported by the Strategy for the Internal Audit & Counter Fraud Shared 
Service which sets out the key objectives for the development of the team. 

II. Resourcing 
The Counter Fraud Plan will be delivered using the in-house resources within the Shared Service, a total 
of 5.21FTE comprising of 0.35FTE Head of Internal Audit & Counter Fraud, 1FTE Counter Fraud Manager, 
2FTE Counter Fraud Officers, and 1.86FTE Counter Fraud Intelligence Analysts (0.14FTE currently vacant). 
All available chargeable days for these staff are allocated on the plan; resources spent on strategic 
leadership and management provided by the Head of Internal Audit & Counter Fraud and the Counter 
Fraud Manager are not allocated on the plan. 

The total chargeable Counter Fraud resource available for 2022-23 for Gravesham is 249 days;

III. 2022-23 Counter Fraud Plan
The Plan is intended to provide a clear picture of how the council intends to use the Counter Fraud team 
within the Shared Service, reflecting all areas of work that the team may be involved in for Gravesham 
during the financial year. 

The plan includes, activity linked to fraud awareness and prevention, proactive counter fraud work 
activity, and responsive investigation, as well as time to provide the Single Point of Contact (SPOC) role 
for the DWP Fraud and Error Service for their investigation of Housing Benefits administered by the 
council.  

It should be noted that some of the activity is aspirational and dependent on the resource available as 
the investigation of suspected fraud must take priority where appropriate. For example, if the data 
matching activity linked to the National Fraud Initiative and Kent Intelligence Network creates a 
significant volume of cases to be investigated, it may not be appropriate to undertake further pro-active 
exercises.
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Fraud Awareness & Prevention 
Ref Activity Scope of work 

1 Fraud Risk Assessments Undertake assessments of fraud risks and controls within key areas of the council, including 
but not limited to:

 Housing (Waiting list, tenancy fraud),
 Human Resources (false identity, flexitime, recruitment, sickness),
 Payroll (expenses claims, overtime),
 Procurement, 
 Revenues and Benefits (Housing Benefit, Council Tax Reduction, Council Tax 

Discounts & Exemptions, Business Rates),
 Car Parking.

Also undertake an assessment of the council’s overall response to fraud and identify any 
areas for improvement.

2 Fraud Awareness Deliver awareness sessions and training to a range of staff and Members to increase 
knowledge of fraud risks, their role in prevention activity and the processes to refer 
suspicions to the counter fraud team.

3 Corporate Working Groups Attend Corporate Working Group meetings and Project Boards to offer advice on fraud risks 
and prevention.
 

4 Corporate Policies Review the councils Anti-Fraud & Corruption Strategy to ensure it remains in line with best 
practice and address any areas of development identified by the Fighting Fraud & 
Corruption Locally Checklist.

Pro-Active Counter Fraud Activity 
Ref Activity Scope of work 

5 National Fraud Initiative Coordinate the Council’s participation in National Fraud Initiative Exercises, including 
submission of relevant data sets and assessment of referrals received.
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6 Kent Intelligence Network Actively participate in the activities of the Kent Intelligence Network and it’s data matching 
proposals to further increase the detection of potential fraud and error.

7 Pro-Active Exercises Undertake pro-active activity designed to identify potential fraud and error.

Responsive Investigation Activity 
Ref Activity Scope of work 

8 Responsive investigation work (external) Conduct investigations into referrals of suspected fraud committed against the council by 
external sources.

9 Responsive investigation work (Internal) Conduct investigations into suspected fraud or malpractice and assist with disciplinary 
investigations as required.

Other Counter Fraud Activity 
Ref Activity Scope of work 

10 Liaison with the DWP Provide the Single Point of Contact (SPOC) role for the DWP FES for their investigation of 
Housing Benefits administered by the council.

11 Responding to information requests Respond to information requests from the Police, local authorities and other investigatory 
bodies under exemptions in the Data Protection Act/General Data Protection Regulations.
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IV. Performance Monitoring 
Arrangements to monitor the activities of the team and progress against the Plan are built into the 
working processes of the team and will be reported to senior management and the Finance & Audit 
Committee.  These progress updates will also include the suite of performance Indicators in the table 
below. 

Due to the responsive nature of much of the counter fraud activity, targets cannot be set for many of 
the indicators but outputs will be provided to Members to demonstrate the effectiveness of the 
Service.

Ref Indicator Target Frequency

Non LA Specific Performance Measurements 

CF1 Proportion of staff with professional qualification relevant to 
counter fraud:

50% Annually

CF2 Proportion of non-qualified staff undertaking professional 
qualification training  

50% Annually

CF3 Time spent on Professional qualification training: N/A Quarterly
CF4 Time spent on CPD/non-professional qualification training, 

learning & development
25 days Quarterly

LA Specific Performance Measurements 

CF5 Proportion of available resources spent on chargeable work N/A Quarterly

Proportion of chargeable time spent on: N/A Quarterly

a) Fraud Awareness & Prevention

b) Pro-Active Counter Fraud Activity

c) Responsive Investigation Activity 

CF6

d) Other Counter Fraud Activity
CF7 Number of investigations closed N/A Quarterly

Value of fraud losses identified: N/A Quarterly

a) cashable (losses that can be recovered)

b) non-cashable (notional savings based on national estimates)

CF8

c) Prevented Losses (Savings associated with blocked 
applications)

CF9 Client, Management and Member satisfaction with Counter 
Fraud services

90% Annually

Page 127



This page is intentionally left blank


	Agenda
	2 To sign the minutes of the previous meeting.
	5 Review of Accounting Policies 2021-22
	1a. Appendix 1 - Accounting Policies 2021-22

	6 Development of the Corporate Risk Register 2022-2023
	2a. Appendix 1 Gravesham Borough Council Risk Management Strategy 2022-2023
	2b. Appendix 2 Risk Analysis Document
	2c. Appendix 3 Draft Corporate Risk Register 2022-2023

	7 CIPFA Financial Management Code
	3a. Appendix 1 CIPFA FM CODE

	8 Internal Audit Quality Assurance & Improvement Programme
	2. Appendix 2 - IA QAIP 2022-23

	9 Internal Audit Plan (Q1-Q2) 2022-23
	2. Appendix 2 - Internal Audit Plan 2022-23 (Q1-Q2)

	10 Counter Fraud Plan 2022-23
	2. Appendix 2 - Counter Fraud Plan 2022-23


